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This article summarizes much of what is known from the
communication and information literacy fields about the
skills that Internet users need to assess the credibility
of online information. The article reviews current recommendations for credibility assessment, empirical
research on how users determine the credibility of Internet information, and describes several cognitive models
of online information evaluation. Based on the literature
review and critique of existing models of credibility
assessment, recommendations for future online credibility education and practice are provided to assist users
in locating reliable information online. The article concludes by offering ideas for research and theory development on this topic in an effort to advance knowledge
in the area of credibility assessment of Internet-based
information.

Introduction
In just the last two decades, the Internet has become integrated into our lives as an important, if not indispensable,
tool for information and communication (Fallows, 2005).
The plethora of information available online, coupled with
heavy reliance on the Internet by information seekers raise
issues of the credibility or quality of information found
online. Credibility in this context refers to the believability
of some information and/or its source (Hovland, Janis, &
Kelley, 1953). A long history of research finds that credibility is a multifaceted concept with two primary dimensions: expertise and trustworthiness. Secondary factors
affect credibility perceptions as well, including source
attractiveness and dynamism, for example (O’Keefe, 2002).
It also is understood that the credibility of a source or message is a receiver-based judgment which involves both
objective judgments of information quality or accuracy as
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well as subjective perceptions of the source’s trustworthiness, expertise, and attractiveness (Freeman & Spyridakis,
2004).
Recent concerns about credibility stem from the fact that
Internet and digitization technologies both lower the cost of
and increase access to information production and dissemination. The result is that more information from more
sources is available and more easily accessible now than
ever before. In the past, substantial costs of information
production and dissemination on a mass scale limited the
number of sources to only those with enough authority and
capital to justify and sell an information product. In the digital environment, however, nearly anyone can be an author, as
authority is no longer a prerequisite for content provision on
the Internet. This obviously raises issues of credibility, a
problem that is exacerbated by the fact that many Web sites
operate without much oversight or editorial review. Unlike
most traditional (i.e., print) publishing, information posted
on the Web may not be subject to filtering through professional gatekeepers, and it often lacks traditional authority
indicators such as author identity or established reputation.
Additionally, there are no universal standards for posting
information online, and digital information may be easily
altered, plagiarized, misrepresented, or created anonymously under false pretenses (Fritch & Cromwell, 2001,
2002; Johnson & Kaye, 2000; Metzger, Flanagin, Eyal,
Lemus, & McCann, 2003; Rieh, 2002).
Burbules (1998) further suggested that because information is presented in a similar format online (i.e., Web sites),
a kind of “leveling effect” is created that puts all information
on the same level of accessibility, and thus all authors on the
same level of credibility in the minds of Internet users. Studies
of Web-based health information substantiate fears regarding the credibility of Internet-based information by concluding that the quality of online health information varies
dramatically, with much of the information being inaccurate
and incomplete (Eysenbach, Powell, Kuss, & Sa, 2002; Kunst,
Groot, Latthe, Latthe, & Kahn, 2002; Morahan-Martin &
Anderson, 2000; Rice & Katz, 2001; Seidman, 2006).
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The culmination of all this is that the Internet has
made the need to critically evaluate information more
important than ever before while also shifting the burden
of credibility assessment and quality control from professional gatekeepers onto individual information seekers.
Developing the skills to evaluate Web-based information, then, is crucial for Internet users; however, there is
evidence that many people are unprepared for this responsibility and may have trouble determining how to assess
the credibility of online information (Amsbary & Powell,
2003; Meola, 2004; Metzger, Flanagin, Eyal, et al., 2003;
Scholz-Crane, 1998).
The aims of this article are to critically review current
efforts to help Internet users acquire the skills needed to
find credible information online and to evaluate existing
theoretical models and user-based strategies of credibility
assessment. The article proceeds by describing the common “checklist” approach to credibility assessment,
which is then compared with other (e.g., cognitive and
contextual) models of credibility, as well as empirical
studies of users’ evaluations of Internet information.
Findings of this review are then leveraged to (a) suggest
more effective strategies for educators and practitioners
in helping information consumers discern credibility, (b)
evaluate possible tools and social applications that could
be developed to assist users in locating credible information online (e.g., seal programs, rating systems, vetted
databases, digital signatures, and collaborative filtering),
and (c) propose a research agenda for future work in this
area, including a new “dual processing” model of credibility assessment.

Critical Evaluation Skills: Training Users
to Evaluate Online Information
Shortly after the problem of establishing credibility in
the online environment was recognized, efforts to educate
and train users were under way. Many of these efforts were
couched within the “digital literacy” movement and lead
by such groups as the American Library Association, the
National Institute for Literacy (Kapoun, 1998; Rosen,
1998; Smith, 1997), and various healthcare agencies and
consumer groups (Freeman & Spyridakis, 2004). A common aim of these groups was to assist Internet users in
developing the skills needed to critically evaluate online
information.
A key starting point for the digital literacy movement
was the understanding that the skills needed to determine
the quality or credibility of online information are largely the
same as those for evaluating information found in other
channels of communication (Alexander & Tate, 1999;
Brandt, 1996; Fritch & Cromwell, 2001). Based on that, the
literature identifies five criteria that users should employ in
their assessments of the credibility of Internet-based information: accuracy, authority, objectivity, currency, and coverage or scope (see Alexander & Tate, 1999; Brandt, 1996;

Fritch & Cromwell, 2001; Kapoun, 1998; Meola, 2004;
Scholz-Crane, 1998; Smith, 1997).1
Accuracy refers to the degree to which a Web site is free
from errors, whether the information can be verified offline,
and the reliability of the information on the site. The authority of a Web site may be assessed by noting who authored the
site and whether contact information is provided for that
person or organization, what the author’s credentials, qualifications, and affiliations are, and whether the Web site is
recommended by a trusted source. Objectivity involves identifying the purpose of the site and whether the information
provided is fact or opinion, which also includes understanding whether there might be commercial intent or a conflict
of interest on the part of the source, as well as the nature of
relationships between linked information sources (e.g., the
meaning of “sponsored links” on a Google search output
page). Currency refers to whether the information is up to
date. Coverage refers to the comprehensiveness or depth of
the information provided on the site. These recommendations require a range of activities on the part of users, from
simple visual inspection of a Web site to more laborious
information verification and triangulation efforts.
Checklist Approaches
Training programs based on these evaluative criteria typically develop checklists to guide users through the credibility evaluation process. Specifically, users are taught to ask
and answer a list of questions designed to cover each criterion. For example, for currency, users are to check for a
date stamp indicating when the information was originally
uploaded or last changed (i.e., “Does the site provide information about when the information was last posted or
updated?”). Under accuracy, they are to check if the author
provides contact information (i.e., “Does the Web site list
contact information such as a phone number or address?”).
One problem with this kind of “checklist” approach is that it
is rather time consuming and labor intensive for individual
Internet users to perform for each site they visit (Meola,
2004).
Indeed, studies have found that users are seldom diligent in
checking the accuracy of the information they obtain online
(Flanagin & Metzger, 2000; Scholz-Crane, 1998). In a series
of studies, Metzger and Flanagin examined the degree
to which Internet consumers use each of the recommended
criteria (i.e., accuracy, authority, objectivity, currency, and
coverage) to gauge the credibility of the information they

1
Most digital literacy efforts focus on users’ assessments of the credibility of Web pages, and so this discussion is accordingly limited to this
form of online information; however, note that there are many other types
of Internet-based information that have serious credibility implications,
such as blogs, wikis, social networking sites, chat groups, and e-mail. Each
of these forms of communication is somewhat unique and carries with it
specific credibility concerns. That said, the general principles of critical
evaluation should be applicable, albeit to different degrees, across all types
of network-based information.
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TABLE 1.

Frequency of verification behaviors across each sample and overall.
Dataset (M)
Year data collected:
Population sampled:
N

1999
students
718

1999
nonstudents
323

2000
students
485

2001
students
300

2001
nonstudents
274

Overall
M

3.18
2.88
3.04
2.57
2.65
2.25
2.20

3.21
2.95
2.91
2.82
2.69
2.51
2.45

2.68
3.02
2.90
2.85
2.39
1.85
N/A

3.16
3.10
3.09
2.79
3.03
2.43
2.43

3.66
3.61
3.26
3.38
3.15
3.02
2.96

3.18
3.11
3.04
2.88
2.78
2.41
2.51

2.09

2.31

2.10

2.27

2.91

2.34

1.97

2.25

1.78

2.09

2.61

2.14

Check to see if the information is current.
Consider whether the views represented are facts or opinions.
Check to see that the information is complete and comprehensive.
Seek out other sources to validate the information.
Consider the author's goals/objectives for posting information.
Check to see who the author of the Web site is.
Look for an official “stamp of approval” or a recommendation from
someone you know.
Check to see whether the contact information for that person or
organization is provided on the site.
Verify the author's qualifications or credentials.

Note. 1  never, 2  rarely, 3  occasionally, 4  often, 5  all the time.
Please see the following citations for detailed information about the sample and questionnaire items (Flanagin & Metzger, 2000, 2007; Metzger, Flanagin, &
Zwarun, 2003).

found online. Survey data were collected across 3 years
(1999–2001) from five different samples. (Three samples
consisted of college students, and two samples were of general adult Internet users; n  274–718). Respondents were
asked to indicate how often they performed nine behaviors
when visiting Web sites. Specifically, they were asked how
often they check if the information is up-to-date (i.e., currency), to consider whether the views represented on a site
are facts or opinions (i.e., objectivity), to consider the
author’s goals/objectives for posting the information (i.e.,
objectivity), to check that the information is complete and
comprehensive (i.e., coverage), to seek other sources to validate the information on a site (i.e., accuracy), to check the
author of the Web site (i.e., authority), to verify the author’s
qualifications or credentials (i.e., authority), to check
whether the contact information for the author or organization is provided on the site (i.e., authority), and to look for an
official “stamp of approval” or a recommendation from
someone they know (i.e., authority).
Data analysis revealed striking similarity in both the frequency and nature of respondents’ evaluation behaviors
across all samples (see Table 1). Overall, respondents in
every study reported performing each of the nine evaluation
behaviors only “rarely” to “occasionally.” Users evaluated
Web sites’ currency, comprehensiveness, and objectivity
most often (although still only occasionally) whereas checking the author’s identity, qualifications, and contact information were evaluated least often by respondents across the
samples. Looking for other sources or recommendations and
considering the goals of the author of the information fell in
the middle. In general, Internet users scored highest on the
actions that are easiest to perform and that only require their
opinion (e.g., considering whether a site’s information is
current and complete), and lowest on the recommendations
that are more time consuming and that require effort to
2080

perform (e.g., verifying the qualifications or credentials of
the author), even if the effort is fairly minimal (i.e., checking
if contact information is provided). These data are interesting in many ways, but the most worrisome finding is that
the strategy least practiced (i.e., verifying an author’s qualifications) is perhaps the most important for establishing
credibility.2
Another study using different research methodology similarly found that Internet users do not vigorously apply the
five criteria in their judgments of information quality
(Scholz-Crane, 1998). In this study, 21 college students evaluated two Web sites. Participants were asked to write in an
essay format “how they would evaluate the quality of each
site including specific criteria used to assess this quality”
(p. 55). Content analyses revealed that of the five criteria,
most students used only two in their evaluations of information quality: scope (e.g., the site provides detailed information) and accuracy (e.g., the site contained statistics, cited
sources, and was clearly written and well organized). Only 6
students assessed objectivity by considering whether there
was evidence of bias on the sites, and fewer considered
authority (by looking at the author identity or site sponsor)
or contact information. In many cases, students used a single
criterion in their final decision about the quality of the

2
Across all datasets, evaluation behavior was positively related to experience online. At first glance, this bodes well for the future: As people gain
experience, they will be more likely to evaluate online information; however, there is some evidence that people with greater experience exaggerate
their critical evaluation behavior on self-report measures (see Flanagin &
Metzger, 2007). In addition, education seems to be a factor, as people with
more education report evaluating online information more often
than do those with less education. This speaks to the need for digital literacy efforts to target at-risk groups, including younger and less educated
populations.
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Web sites. A clear conclusion from the various Metzger and
Flanagin studies and from the Scholz-Crane (1998) data is that
few users are rigorously evaluating the quality of the information they obtain via the Internet (also see Eysenbach &
Kohler, 2002; Wilder, 2005).
Additional Models of Web Information Evaluation
The checklist approach to credibility assessment is the
most popular among educators, although other models have
been proposed. For example, Fritch and Cromwell (2001,
2002) presented a model for ascribing cognitive authority to
Internet information. Cognitive authority is a term they used
to incorporate both the notions of credibility and quality; it is
what people evaluate “to know what credence and impact to
impart to any specific body of information” (2002, p. 243).
Fritch and Cromwell (2001) proposed an iterative model
whereby assessments of authority and credibility are made
by the information seeker at the levels of author, document,
institution, and affiliations, which then are integrated into a
global judgment of online information credibility. In this
model, verifying the author and/or institutional identity of a
Web site through reputation or stated qualifications, considering the factual accuracy of the Web document and its presentation and format, and examining both overt and covert
affiliations of the Web site are recommended strategies that,
when combined, contribute to an overall impression of its
cognitive authority.3 This model is similar to the previously
described “checklist” model in that it provides a “to do” list
for Internet users, but differs from that model in that it places
more emphasis on the technological tools available to users
for making these assessments. For example, to help establish
author identity and site affiliations, Fritch and Cromwell
(2003) recommend using tools such as Whois, Traceroute,
and NSlookup/Dig. These technologies can assist users in
finding the identity of the owner of a particular Web site and
can reveal affiliations between organizations or Web sites
that are not immediately apparent.
Walthen and Burkell (2002) also proposed an iterative
model for how users judge the credibility of online information based on a review of literature in psychology and
communication. They posited that credibility assessment
takes place in three stages. First, users form an impression of
the overall site credibility by examining its surface characteristics including, for example, its appearance and presentation
(e.g., colors, graphics, typographical errors), usability and

3
Seidman (2006) offered a model of third-party health Web site evaluation that involves experts vetting and rating sites along structural and performance criteria. Structural criteria include whether a health site: (a)
explains the process by which content was generated and selected for inclusion; (b) provides author identity, affiliations, credentials, and contact information; (c) uses peer review and supports claims with evidence; and (d)
regularly dates and updates content. Performance criteria include measures
of the comprehensiveness and accuracy of the information provided on the
site against known evidence-based practice guidelines and expert medical
opinion.

interface design (e.g., navigability), and organization of information. Next, the information or site content is evaluated
for its credibility by looking at characteristics of the source
(e.g., expertise, trustworthiness, credentials) and message (e.g.,
currency, accuracy, relevance to the user). The third stage of
their model involves factoring in the user’s cognitive state
at the time of evaluation. In other words, assessments of the
message presentation and content will differ depending on
the users’ need for information, need for cognition, and prior
knowledge of the topic, and these will interact with other situational and individual-level factors (e.g., time available for
information retrieval and processing).
This model resembles Fritch and Cromwell’s (2001) model
for ascribing cognitive authority in that it suggests there are
different levels of credibility assessment that are combined to
form a final judgment (also see Rieh, 2002). Another similarity to the checklist model is that it provides evaluative criteria
that users are supposed to consider in their credibility assessments. The model differs from the others, however, in that it
incorporates aspects of the information receiver as being
important to the evaluation process, highlighting the fact that
credibility judgments are situational and dependent on individual-level factors. Indeed, information scientists have long
understood that both a user’s informational needs and context
are fundamental to information evaluation and use.
Factors Important to Users of Web-Based Information
One problem with the foregoing models of credibility
evaluation is that none has been tested using actual Internet
users as they seek information online. Another problem,
related to the first, is that these models have not been directly
connected to studies examining what factors people really
do use to determine credibility online. Researchers have suggested myriad factors that may play into credibility assessments (see Table 2), but only a few studies have examined
what criteria people actually employ. The studies that do so
are reviewed next (see also Morahan-Martin, 2004).
In a study involving 21 participants, Eysenbach and
Kohler (2002) examined how consumers appraise the quality of online health information. The research was conducted
in three stages, beginning with focus groups to identify the
criteria participants say they use in deciding whether Internet health information is credible. The second stage involved
observing a subsample of the focus-group participants as
they sought health information online that they “felt confident about.” The third stage consisted of the researchers
interviewing them about their searches to understand participants’ decision-making processes and criteria for selecting
particular Web sites. Interestingly, what focus-group participants said they looked for in assessing credibility was not
what the researchers found they actually looked at during the
observational portion of the study. An analysis of the focusgroup discussions revealed that participants’ main criteria
for assigning credibility rested on whether the source was an
official authority, whether the page cited scientific references, whether the site was professionally designed and easy
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TABLE 2.

Suggested factors that influence credibility assessments of online information.

Presence of date stamp showing information is current
Source citations
Citations to scientific data or references
Author identification
Author qualifications and credentials
Presence of contact information
Absence of advertising
Presence of privacy and security policies
Certifications or seals from trusted third parties
Professional, attractive, and consistent page design, including graphics, logos, color schemes, etc.
Easy navigation, well-organized site
Sponsorship by of external links to reputable organizations
Notification/presence of editorial review process or board
Absence of typographical errors and broken links
Professional-quality and clear writing
Download speed
Message relevance, tailoring
Interactive features (e.g., search capabilities, confirmation messages, quick customer-service responses)
Past experience with source/organization (reputation)
Domain name and URL (suffix)
Ability to verify claims elsewhere (e.g., external links)
Comprehensiveness of information provided
Ranking in search engine output
Paid access to information
Plausibility of arguments
Source: Alexander & Tate, 1999; Eysenbach & Kohler, 2002; Fogg et al., 2003; Freeman & Sprydakis, 2004;
Metzger et al., 2003; Rieh & Belkin, 1998; Rieh, 2002; Walthen & Burkell, 2002.
Note. Of course, not all factors will apply to every Web site. Site type (e.g., a commercial vs. an individual's
Web site), and receiver factors (e.g., purpose and motivation for information search, Internet experience and prior
knowledge) also will make a difference in which factors are applicable and which factors are used during the
evaluation (Flanagin & Metzger, 2000; Fogg et al., 2003). In addition, some factors are more or less helpful at
evaluating credibility at different “levels” (e.g., at the level of the Web site as a whole or at the level of messages
residing on Web sites). To illustrate, factors having to do with site design and navigation will be more relevant to
judgments of site credibility whereas factors such as argument plausibility and author credentials will likely be
more important in evaluations of the credibility of messages on Web sites.

to use, and whether it was written in language that they could
understand. Despite placing emphasis on the identity of the
source and quality of the data presented on a Web site,
the observational portion of the study revealed that while
most participants used sites they were unfamiliar with, none
looked at information about the source or how data on the
sites were compiled. Perhaps most distressing, the postsearch interviews revealed that “few participants took notice
and later remembered from which websites they retrieved
information or who stood behind the sites” (p. 576).
Eysenbach and Kohler’s (2002) findings overlap somewhat with those of a study of online health-information
seekers conducted by the Pew Internet and American Life
project (S. Fox & Rainie, 2002). Using surveys and focus
groups, this study found that overt commercialism, trusted
third-party endorsements, site-design elements, as well as
users’ ability to determine the source and currency of
the information posted on health-related Web sites were the
most important criteria for assessing the credibility of online
health information.
Rieh (2002) examined people evaluating the quality of
information as they performed a variety of search tasks.
2082

Using think-aloud and interviewing procedures, she followed 15 academics as they searched for information online
regarding four topics: academic research, health, travel, and
product (ecommerce) information. Each participant was
instructed to find information on Web sites that they considered to be of high quality. Rieh found that in making evaluations, participants’ judgments were based on two basic
criteria: the characteristics of the information “objects” that
they found online and the characteristics of the source of
online information. The characteristics of the information
objects that participants were concerned about included the
type of information object (e.g., journal article vs. chat
forum), its content (i.e., how detailed, comprehensive, and
technical the information provided is), its presentation (i.e.,
graphics), and its structure (i.e., how well organized the information is). Source characteristics that participants looked
to were reputation and type of source (e.g., commercial vs.
noncommercial source, .com vs. .edu, etc.).
A problem with studies such as those just reviewed is that
they tend to rely on small, atypical user populations performing somewhat specialized search tasks. As a result, it may be
difficult to generalize findings to other users. By contrast,
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Fogg et al. (2003) conducted a large-scale study of a variety
of user populations. In an online experiment, 2,648 people
evaluated the credibility of several real Web sites that ranged
in their informational content (e.g., news sites, ecommerce
sites, nonprofit sites, health sites, travel sites, etc.). Fogg
et al. analyzed user comments “to find out what features of a
Web site get noticed when people evaluate credibility”
(p. 1). Not surprisingly, results varied by the type of Web site
evaluated (e.g., ecommerce sites vs. news sites, etc.), and
most respondents mentioned many features. Summarizing the
findings, people seemed to consider four broad categories
of elements. The first was site presentation. This included
visual design elements such as the graphics and readability
of the site as well as the site’s navigability and functionality
(e.g., broken links, presence of a search feature). Interestingly, site design/presentational elements were the most frequently used criterion, with 46% of the comments including
this feature. A second consideration related to the information on the page, including its organization, breadth/depth,
accuracy, bias, usefulness, and the tone and clarity of
writing. Third, the site operator’s or source’s motives were a
factor. This includes selling intent, presence of advertising,
clear identification of the site sponsor, and treatment of customers. Finally, the source’s reputation played into users’
credibility judgments, including name recognition, their past
experience with the site, presence of seals of approval, or
affiliations with reputable organizations.
To summarize, the results of the Fogg et al. (2003) study
are similar to those of Rieh (2002) and Eysenbach and
Kohler (2002) in that features of both the information itself
(e.g., its organization, level of detail, etc.) and the source
(e.g., commercial intent) matter in Internet users’ credibility
assessments. Results also reflect Scholz-Crane’s (1998) finding described earlier that not all five of the critical evaluation
skills criteria are used. Indeed, the data from Fogg et al.’s study
show that people only used four of the five criteria: authority
(e.g., through source reputation), accuracy of information,
comprehensiveness of information, and objectivity (e.g.,
in evaluations of information bias and source motive).
Together, this collection of studies indicates that people do
not seem to take the currency of the information they find
online into account when making credibility judgments.
This is somewhat surprising, given that many Web pages
indicate when the information was last updated at the bottom
of the page.4 In addition and perhaps most interesting, the
review of research reveals that people rely most heavily
on a criterion that is not among the five critical evaluation
skills recommended to judge credibility. That is, design/
presentational elements appear to be the primary factor in
users’ credibility and information-quality assessments. The

4
It also is surprising because it contradicts Metzger and Flanagin’s consistent pattern of finding that checking if the information is current is the strategy
used most often across their five samples. The discrepancy in results could be
due to the methods used by different researchers (e.g., self-report vs. direct
observation), which underscores this article’s ultimate conclusion that the study
of online credibility must be conducted using a variety of research techniques.

implications of this finding are ominous in that they suggest
Internet users may be easily duped by slick Web design.
Taken together, these studies speak to a need to think beyond
the checklist model to get people to critically evaluate the
information they find online.
A Contextual Approach to Credibility Assessment
A very different approach to the checklist model and
other models offering evaluative criteria lists is Meola’s
(2004) contextual model of Web site evaluation. Meola critiqued the idea of using checklists to evaluate online information because he believes they are unwieldy for users to
perform (e.g., one checklist requires Internet users to answer
over 112 questions per Web site viewed), and thus are an
unrealistic approach to teaching critical evaluation. The
aforementioned research (e.g., Flanagin & Metzger, 2000;
Scholz-Crane, 1998) showing people’s reluctance to exert
much effort to verify online information supports his view.
He also challenged the notion that all online information
needs to be verified to the same degree by noting that more
Web-based information these days is professionally vetted.
In fact, he made a useful and important distinction between
the “free Web” and the “fee-based Web” when it comes to
credibility assessment. Although much of what is available
on the free Web may not be subjected to peer or editorial
review, the situation is very different for the fee-based Web,
which includes professionally vetted subscription databases,
prestigious journals, or national newspapers offering full-text
access to their contents.
In contrast to the checklist model with its emphasis on
evaluating the internal characteristics of Web sites (e.g.,
identifying the author, checking when the information was
last updated, etc.), the contextual model focuses on information
external to a particular site. By using external information to
establish credibility, Meola (2004) contended that online
information “is located within its wider social context, facilitating reasoned judgments of information quality” (p. 338).
Meola’s approach recommends three techniques to determine the quality of online information. The first technique
is (a) promoting peer- and editorially reviewed resources
that are available online. Information intermediaries (e.g.,
teachers, librarians, experts, etc.) should inform Internet
users of high-quality, vetted resources that are searchable
through universities, schools, public libraries, by subscribing to national newspapers online, or through other (largely
fee-based) portals. This is similar to when doctors recommend Web sites to patients as a sort of “information prescription” (Rice & Katz, 2006). Meola noted that the time
currently taken by teaching Internet users a checklist of
questions is better spent teaching people what high-quality
resources are available and how to use them.
The second technique is comparing information found on
a Web site to other Web sites and/or to offline sources such
as, for example, newspapers or magazines, peer-reviewed
journal articles, or books. This is a more practical strategy
for the “free Web” and, as Meola wrote: “Comparing Web
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sites to each other and to reviewed sources provides an
understanding of the depth of information available, reveals
the controversial areas of a topic that need special attention,
and gives . . . a feel for the different kinds of information
available across formats” (p. 341). The final technique is
corroboration. Similar to comparison, corroboration involves
seeking more than one source to verify information on a
given topic. Internet users may assess the accuracy and reliability of information through corroboration as a convergence of facts and/or opinions from a variety of sources is
(or is not) found. In the end, Meola argued that the contextual approach to online information evaluation is more practical than are the checklist approaches, and thus will be more
likely to be used by online information seekers.
Implications and Recommendations
The foregoing review leads to a number of conclusions
and recommendations about Internet credibility and the user.
In particular, it suggests new strategies for practice and/or
for curriculum development, and new technological and
social approaches to helping users assess the credibility of
the information they find on the Internet. It also suggests
several directions for future research and opportunities for
theory development on user assessments of the credibility of
online information.
Educational and Practical Efforts
Although the checklist approach to critical evaluation is
the most popular among educators, it is perhaps not the most
practical or effective for the reasons described earlier. The
research has clearly indicated that the best strategy for educating Internet users will be one that is easy to use and/or is
transparent to them. Indeed, a closer connection between research findings on credibility assessment using actual online
information seekers and curriculum development is long
overdue. That means if educators continue to teach checklists for Web evaluation, they need to keep them short. In
addition, the models of credibility assessment reviewed earlier suggest that the best strategy for practice is perhaps to
teach a hybrid approach to credibility assessment that is
based on individual Internet users’ motivation and purpose
for seeking information online. In other words, a variety of
approaches to credibility assessment could be taught to fit
the specific search task or situation at hand. Users could be
taught to use the checklist and contextual models of credibility assessment in situations where they feel motivated to
obtain high-quality, credible information such as when the
negative consequences of obtaining incomplete or inaccurate information are high. For less motivated users or search
situations, users could be taught some simple heuristics to
consider, such as checking for source or sponsorship information. Of course, learning when to apply which approach
would then need to become part of the educational effort. The
advantage of this kind of “sliding scale” approach to teaching
critical evaluation skills is that it is more focused and less
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effortful for users to perform in the majority of their searches,
and thus is more realistic for educators to expect of users.
Another conclusion from the review is that digital literacy efforts might be more effective if they are targeted at
certain user populations who are particularly vulnerable for
receiving low-quality information online or those whose
needs for credible information are very high. Young students
using Web-based information to learn or medical patients
seeking information about their treatment options are examples. Information about credible sites and how to access
high-quality databases residing on either the “free” or “fee”
Web would be particularly valuable to these user groups and
could be tailored by topic or area (e.g., medical, news, academic, etc.).
Working through schools and libraries is one very useful way to disseminate this kind of information to target
user populations, but what about other ways of reaching
users? Digital literacy efforts need to be extended outside
the classroom and library reference desk. While literally
dozens of online guides to Web site evaluation currently
exist, a comprehensive Web site developed to serve as a
resource for users to understand Internet credibility and
how to assess it would be more useful.5 The site could
have many levels of information and instruction regarding
online credibility assessment, and users could go as deeply
into the site as they wished depending on their motivation
and interest in online credibility. In addition to general
information about online credibility, the site could include
specialized tips and instructions for seekers of particular
kinds of information, such as ways to determine the credibility of medical and health information, commercial
information, political information, and so on. Note that
this type of effort would only succeed to the degree that it
was well publicized and linked to several popular “pointof-entry” Web sites, which includes major portal sites that
people typically use to launch their online information
searches (e.g., popular search engines, medical information clearinghouse sites, government sites, etc.).
Social and Technological Means of Online
Credibility Assessment
One interpretation of the research reviewed in this
article is that credibility assessments should not be up to
users because they are unlikely to exert the effort it takes
to verify the credibility of Internet-based information.
5
Examples of online Web site evaluation pages include The Good, the Bad,
and the Ugly, or Why It’s a Good Idea to Evaluate Web Sources produced by
New Mexico State University (http://lib.nmsu.edu/instruction/eval.html),
Kathy Schrock’s Guide for Educators (http://school.discovery.com/
schrockguide/eval.html), the Illinois Mathematics and Science Academy’s
21st Century Information Fluency Project (http://21cif.imsa.edu/), among
many, many others. The Credibility Commons, a joint project currently
under development by the University of Washington’s Information School
and the Information Institute at Syracuse University, is an example of a
credibility “clearinghouse” (http://credibilitycommons.org/) which will
eventually offer a range of credibility tools and information to the public.
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This suggests that energy may be better spent developing
tools or systems that are designed to assess credibility for
users, and then training users how to use those tools and
systems. Several possibilities exist, some of which are
described next (for a description of these and other possibilities, along with a discussion of the problems and challenges
associated with each, see Fritch, 2003).
Credibility seal programs modeled after the TRUSTe or
BBB online seal programs could be set up to assist Internet
users in locating Web sites whose content has been approved
by a trusted outside authority. A credibility seal program
would capitalize on the fact that many people assess credibility based on somewhat-quick visual inspections of Web
sites (Fogg et al., 2003). Such a “trustmarking” program
would require the development of a code of conduct that
sites carrying the seal would be required to adhere to (e.g.,
seal-bearing sites must provide authorship and update information). The HONcode program developed by the NGO
Health on the Net Foundation is an example of a credibility
seal program within the medical/health field (Fritch, 2003).
According to its mission statement, the HONcode aims to
“hold Web site developers to basic ethical standards in the
presentation of information” and “help make sure readers
always know the source and the purpose of the data they are
reading” (see http://www.hon.ch/HONcode/). TRUSTe and
HONcode provide viable models for credibility seal programs that could be extended beyond ecommerce and online
health information.
Credibility rating systems could be instituted to help
establish the credibility of Web-based information. Such
systems could be controlled by an institution (e.g., the American Library Association) or could be based on a peer-rating
system (a discussion of collaborative filtering via social networks appears later in this article). In any case, rating
systems could be created that would allow Web sites to be
assessed systematically along several quality standards (e.g.,
authority, currency, objectivity, disclosure, etc.). Peer-based
credibility rating systems could be developed using interactive software that allows Web users to answer a series of
questions about sites they visit and then assigns a rating
based on aggregating users’ responses.6 The ratings would
be stored in a database and would be accessible to Internet
users at a central location, or the ratings could be required by

6
Fritch (2003) described two applications that could serve as prototypes
for such a system. One application is the Information Quality (IQ) tool
(http://hitiweb.mitretek.org/iq/) that was developed to support the Health
Summit Working Group’s criteria for assessing the quality of health information on the Internet. The IQ tool is essentially a pop-up window that
prompts the user to answer credibility-related questions about a specific
Web site that he or she is currently viewing. Based on answers to these
questions, the IQ tool calculates a “quality” score for the Web site. The
other application works similarly, although it is not interactive. It is
the DISCERN questionnaire (http://www.discern.org.uk/), which prompts
users to rate health-related Web sites by answering focused questions pertaining to the quality of information found on the sites. In either application, ratings data could be collected across individuals over time to produce
aggregate ratings.

government regulators to be displayed on all sites or integrated into all Web browsers. An application could be developed and downloaded that would post a small icon with a
site rating, using the central rating database, which would
not require the user to go get a rating for each site visited.
Alternatively, a ratings system could be developed by having
a panel of experts rate various sites. Due to the incredible
volume of sites that would need to be evaluated, this may be
easier to do within specific types of online content domains,
such as health information (e.g., Seidman, 2006). The ratings systems described here are specific to assessing credibility. Social networking approaches more generally (e.g.,
reviews of books or magazines on Amazon.com, eBay
feedback ratings, or MySpace friend links) can provide credibility cues as well, although they are not aimed to provide
credibility ratings, per se. Social networking approaches to
credibility assessment will be discussed later as collaborative filtering and peer review.
Directories, databases, or search engines that carry or
display online content that has been preapproved or filtered
for credibility could be developed. Many such proprietary
databases already exist in the form of Lexis-Nexis, JSTOR,
ERIC, and the like. For the so-called “free Web,” it is possible that nonprofit groups or education associations could
develop and implement searchable databases or directories
of information from high-quality sources, based on some
agreed-upon and publicized criteria. Examples are the
Librarian’s Index to the Internet (www.lii.org), which provides a list of librarian-vetted Web sites on various topics,
and government-run health information portals such as
Medline Plus (see http://medlineplus.gov/ for an analysis of
commercial vs. government online health databases, also see
Rice, Peterson, & Christine, 2001). Google itself presents an
interesting case in this regard because one of the reasons for
its immense popularity and influence is precisely because it
has a sort of built-in credibility metric: the number of inward
links from other sites with a large number of inward links.
Regardless of who develops or sponsors these databases, it is
critical that they are easily searchable. High-quality databases such as those found on the “fee Web” and in libraries
should be as easy to search as popular search engines such as
Google.7 Reducing the effort involved in using high-quality,
professionally vetted databases will increase their usage,
which could in turn drive down user access and subscription
costs.
Combining the last two ideas (i.e., credibility ratings
and vetted databases), some propose using Platform for
Internet Content Selection (PICS) labels to establish the
credibility of Internet information (Eysenbach & Diepgen,
1998: Fritch, 2003). The existing PICS developed by the
7
Interestingly, Google itself is beta testing an incarnation of the idea of
providing searchable, vetted databases. Google Scholar (http://scholar.
google.com) searches a specialized database that indexes articles from academic sources including academic publishers, professional societies and associations, universities, preprint repositories, and scholarly articles posted
on the Internet.

JOURNAL OF THE AMERICAN SOCIETY FOR INFORMATION SCIENCE AND TECHNOLOGY—November 2007
DOI: 10.1002/asi

2085

World Wide Web consortium could be configured to filter
and select information that meets certain credibility standards. PICS enables Web site operators to label their content, and allows users to control the content they receive
based on those labels. If Web site operators (or others)
included information in the labels about the nature and
quality of information provided on the site, Internet users
could use the labels to select information that meets their
minimum criteria for credibility while also filtering out information falling below that minimum. More plausibly,
third parties could rate or preapprove content along some
credibility metric and use the PICS platform to create electronic labels for Web sites that reflect their evaluations. The
labels then could be used by end users to filter information.
The MedPICS Certification and Rating of Trustworthy
Health Information on the Net (medCERTAIN) project is an
example of such a system (Eysenbach, 2000; Eysenbach &
Diepgen, 1998). The MedPICS system would work by
labeling health-related information according to core
standards of quality developed by medical societies, associations, and relevant others, and then entering that information into one or more medical-label databases that
would be searchable by consumers.
More recently, Google has begun developing an algorithm that will rank and display search results on its all-news
site, Google News (http://news.google.com/), according to
the credibility of the news source. Currently, results are
ranked according to criteria such as relevance to search term
and date to determine which stories appear first, but the new
algorithm would use such credibility-related factors as the
news source’s number of years in business, staff size, number of bureaus the news source operates, circulation information, average story length, volume of network traffic to its
site, and other criteria to rank stories (Baertlein, 2005;
B. Fox, 2005).
Digital signatures could be used to assure the authorship
of online information, which is a key aspect of credibility.
Fritch and Cromwell (2002) explain that digital signatures
are “a cryptographic method that allows a sender to append
a small data block, called a “signature,” that allows the
recipient to prove, to some quantifiably high certainty, two
things: first, that message contents have not been altered in
transit, and second, that the message sender is really who
he/she claims to be” (p. 252). Authenticating the identity of
the author is an important first step in assessing the credibility of online information, and is particularly important for
Internet transactions involving sensitive information such as
one’s financial or personal data. Ultimately, however, digital
signatures still require the recipient of some information to
evaluate the quality of the information provided by the author (Fritch & Cromwell, 2002). This approach also is problematic for Web sites that are coauthored by more than one
source, corporate authored, or provide no author information, as is increasingly the case. Indeed, any approach to
credibility assessment that relies on author identity may be
impractical as source information becomes more complex
and difficult to pinpoint online.
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Of course, many and even most of these solutions may be
infeasible due to their high cost, low profitability, reliance on
voluntary compliance, and tremendous implementation
effort. In the end, Internet users may be left with no choice
but to rely on themselves. If that is the case, then extending
existing models of collaborative filtering and peer review of
Web-based information, such as those found on epinions.com,
BizRate, eBay, Amazon, or even in social networking sites
such as MySpace or Facebook, might be a more practical
way for users to discern whether some information they find
online is credible. Peer review allows Internet users to provide feedback about the products, information, or source of
some information offered on Web sites. It allows users to
pool their intellectual and experiential resources when evaluating the trustworthiness, reliability, or quality of a Web
site or information residing on a site, making credibility
assessment a collective rather than an individual task.
Hence, the name “collaborative” filtering (e.g., Resnick,
Iacovou, Suchak, Bergstrom, & Riedl, 1994).
User review and feedback systems, which also are known
as recommender or reputation systems, were initially developed in the realm of ecommerce but now exist within several
other Web content domains (e.g., online recipe sites such as
epicurious.com use these systems). Indeed, at least 26% of
adult Web users in the United States reported having rated a
product, service, or person online (Rainie & Hitlin, 2004).
Of course, peer-review systems are susceptible to biased,
uninformed, or inaccurate reviews, as was demonstrated by
revelations that Amazon.com book authors were promoting
their own work by submitting anonymous reviews. The site
Slashdot.org provides an interesting model of user review
that tries to overcome the problem of bias in peer review.
Slashdot is a large Internet forum in which users summarize
information they find on other Web sites, link to those sites,
and provide a place for readers to comment on the information. Contributors and their contributions are then rated by
Slashdot users in a very elaborate and sophisticated system
that helps to ensure fairness and impartiality. Slashdot’s system of peer review covers a huge range of Web content and
offers a provocative model that could be used to develop
systems of peer review to assist Internet users in assessing
the credibility of a wide variety of online information.
A Research Agenda
The review of literature presented earlier also clearly indicates that there is much more work to be done to formulate
effective strategies for building Internet users’ skills to critically evaluate online information. A research agenda for the
issue of Internet credibility must include studies of information evaluation using a greater variety of research methods,
on a greater variety of Internet users, performing a greater
variety of search tasks than has been done to date. The body
of findings from this research agenda should be used to
develop and shape practical guidelines for Internet users,
creating a strong linkage between research and practice. As
part of this, the research agenda also must include evaluative
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studies of the usability and effectiveness of any practical
guidelines developed to help Internet users discern credible
information online.
An area of immediate concern for scholars studying
Internet credibility is the need for more research on what
users actually do to assess credibility. This is true not simply because there are very few studies to date that have
examined large populations of Internet users, but also
because there is evidence that those studies may already be
out of date. Specifically, existing research has found that
more experienced Internet users may act differently than do
less experienced users when it comes to credibility assessment (Freeman & Spyridakis, 2004; Johnson & Kaye, 2000,
2002; Flanagin & Metzger, 2007). This suggests that as
users gain experience with this relatively young medium,
perceptions of the credibility of information found online,
as well as the ways in which users make their credibility
assessments, may change. For example, Flanagin and
Metzger (2007) found that although more experienced Web
users said they evaluated information online more than did
less experienced users in the study, they actually evaluated
information less.
This discrepancy in self-reported versus actual evaluation
behavior raises an important point with regard to the study of
credibility online: The method of study may, by itself, influence the results obtained (also see Eysenbach & Kohler,
2002). Credibility research has the potential for response
bias problems, as people know they “should” critically analyze the information they obtain online, yet rarely have the
time or energy to do so. Given this situation, researchers
must look to other methods besides survey questionnaires to
understand actual online behavior. Research methods for
future online credibility research should be as anthropological, naturalistic, and unobtrusive as possible.
Perhaps the most pressing item on the agenda for online
credibility research is the need to study the role of user motivation in the credibility-assessment process. There is much
evidence that user motivation, stemming in part from the information search task, moderates the degree to which users
will critically evaluate online information. Surprisingly,
however, user motivation is missing from most existing
models of credibility assessment. The basis for this recommendation is the observation that not all Web sites need vigorous examination (Fritch & Cromwell, 2001, 2002; Meola,
2004), and research finding that different evaluative
processes are used for different search tasks (Fogg et al.,
2003; Rieh, 2002). As Fritch and Cromwell (2002) wrote:
Sometimes the significance of the information under
scrutiny does not warrant extensive research and analysis,
while in other instances extensive research and analysis may
be crucial; it ultimately depends upon the purposes and
intent of the user(s) of the information.” (p. 251)

This further suggests that credibility assessment should not
be conceptualized as a single evaluative process. Instead,
different users may use different processes at different times
to evaluate the credibility of online information.

Dual processing models of information processing and
assessment may be a helpful guide in formulating a model of
credibility assessment that takes motivation into account.
Dual processing models are proposed to operate in many
areas of social and cognitive psychology, and have been successful in explaining a wide array of social judgments including, for example, persuasion, impression formation, person
perception, and decision making (Chaiken & Trope, 1999).
Examples of some well-known dual process theories involving information assessment include the Elaboration Likelihood Model, the Heuristic-Systematic Model, and controlled
versus automatic processing models (Chaiken, 1980; Petty &
Cacioppo, 1981; Shiffrin & Schneider, 1977), although there
are others (for a review, see Chaiken & Trope, 1999).8
What the various dual processing models have in common is an emphasis on the role that motivation and cognitive
ability play in guiding information assessment and decision
making. In brief, these models theorize that people will
process and/or scrutinize messages in more or less depth
depending upon the receiver’s motivation and ability to do so.
In other words, when people are motivated due to personal
or situational factors such as having a high need for accurate
information or having a personal stake in understanding
some issue, they are likely to pay more attention to a message, think about the arguments presented, and exert more
cognitive resources to process and evaluate the information
and its source. By contrast, when motivation and/or ability
are low, these models predict that information will be
processed or evaluated based on more superficial and less
thoughtful criteria. In these situations, decisions will be
made on more heuristic judgments of the message or its
source (e.g., attractiveness) rather than on message quality.
Ability to process a message hinges on many factors (e.g.,
sufficient time, prior knowledge of the topic, message comprehensibility, etc.).
A Dual Processing Model of Credibility Assessment
Dual processing models provide a good basis for developing a new model of Web credibility assessment that
prioritizes user motivation and ability and accounts for the
situational nature of credibility assessment (i.e., that it will
not be important for all Internet users at all times). Like most
dual processing models, the model proposed in Figure 1 assumes that motivation and ability are keys to whether and to
what degree users will critically evaluate Web information.
In this context, motivation stems from the consequentiality
of receiving low-quality, unreliable, or inaccurate information online. Ability may be linked to users’ knowledge about
how to evaluate online information, which could involve
teaching users the critical evaluation skills employed by the
checklist or contextual models of credibility, for example.

8
Indeed, several researchers have discussed the Elaboration Likelihood
Model with regard to online credibility processes (see Fogg et al., 2003;
Freeman & Spyridakis, 2004; Walthen & Burkell, 2002).
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No
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Credibility Judgment

Ability to Evaluate?
Yes

FIG. 1.

Systematic/Central
Evaluation

Elements of a dual processing model of Web site credibility assessment.

Simply put, the degree to which online messages will be scrutinized for their credibility depends on individual users’ ability
to evaluate the message and their initial motivation or purpose
for seeking the information, which involve their awareness of
and salience of the consequentiality of the information.
In dual processing theory terms, Chen and Chaiken
(1999) stated that perceivers’ “accuracy goals” may vary
depending on the situation such that people are more or less
motivated to reach accurate judgments across different contexts. Applied to the online environment, while Internet
users are active in searching for information online, their
accuracy goals may vary from search to search. Furthermore, Internet information seeking may be more or less
“casual” or “purposeful” depending on the situation. While
we can assume that some Web browsing is highly motivated
by a person’s need to find accurate information, a good deal
of users’ online information-seeking behavior is not so purposeful. For example, a person may go online for casualentertainment purposes, begin a search on one topic but be
lead to other information via hyperlinks, or be confronted
with information he or she did not intend to find when opening a new page. Despite being less purposeful, there is no
reason to assume that users in these scenarios would not be
concerned with the credibility of the information they find
online. By the same token, one might assume that they may
be less concerned about credibility, and thus are less willing
to exert maximum cognitive resources toward credibility
assessment.
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A dual processing model of credibility is not only able to
predict when users will or will not make the effort to critically evaluate online information but also is useful in understanding how credibility assessments are made (i.e., what
processes are involved in those assessments). A dual processing model of credibility assessment would propose that
users look to different aspects of Web-based information to
assess its credibility depending on their motivation for seeking information. Users who are less motivated to find highquality, credible information (e.g., a person biding some
time online by looking up information on a favorite sports
team or music band) may not assess credibility at all or do so
by simply considering such simple characteristics or heuristics as a Web page’s design and graphics. On the other hand,
highly motivated users will likely take a more rigorous, systematic approach to credibility assessment. Examples might
include a medical patient recently diagnosed with a serious
disease, a student preparing a research paper, or a business
owner analyzing the market. In these cases, users are more
likely to go beyond the surface characteristics of a Web site
to examine the information content, its author or source, and
other factors in determining its credibility (for similar
arguments, see Fogg et al., 2003; Walthen & Burkell, 2002).
One way to think about this in light of the previous discussion is that the proposed dual processing model can predict when users are likely to use a relatively more effortful
credibility assessment procedure (e.g., the checklist approach) versus when they are likely to use an approach that
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is potentially less time-consuming (e.g., the contextual approach) or perhaps even a very simple heuristic approach
(e.g., simply looking at the site’s graphic design) to determine the credibility of some online information. Another
way that this new model of credibility assessment is useful
is that it can help to understand when people might evaluate
different types of credibility. Several scholars have suggested
that users assess various types or “levels” of credibility in
their judgments of information quality and trustworthiness
(Fritch & Cromwell, 2001; Metzger, Flanagin, Eyal, et al.,
2003).9 Fogg (2003), for example, discussed four types of
credibility that Internet users assess: presumed, surface, reputed, and earned. The dual processing model of credibility
assessment could help to predict when users are likely to
simply look at the surface credibility of a site (e.g., simple
design or layout) and stop there versus when they are likely
to make the effort to consider other types of credibility as
well, which might include seeking third-party endorsements
or recommendations (i.e., reputed credibility) or checking
the site’s domain name suffix and internal/external links
(i.e., presumed credibility), for example.
Some preliminary evidence points to the applicability of
a dual processing model of credibility assessment. According to dual processing tenets outlined earlier, motivation and
ability should be key factors in users’ credibility assessment
efforts. Flanagin and Metzger (2000) found that credibility
assessment varied by information type, such that participants reported exerting significantly more effort to verify
the credibility of reference information (defined as factual,
non-news information such as self-help, health-related, or
“how-to” information) than they did for entertainment information. To the extent that it is reasonable to assume Internet
users will be more concerned about obtaining accurate reference as compared to entertainment information, this finding
suggests that motivation indeed impacts credibility assessment behavior. Other studies have provided evidence that
user ability also plays a role in credibility assessment. For
example, some research has found that Internet experience
and Internet self-efficacy are positively related to users’ efforts to verify the credibility of information they find online
(Flanagin & Metzger, 2000; Hong, 2006). Finally, other research has shown that users possessing different levels of
motivation and ability pay attention to different criteria
when judging the credibility of Web sites. Specifically, this
work found that nonexperts and those who judge information on a Web page to be less personally salient tend to use
simple heuristics such as visual appeal in assessing credibility more than do experts and people for whom information is
personally salient and consequential. By contrast, experts
and those who find online information to be salient were

more concerned about the quality of the site’s information
and source credentials when making credibility judgments
(Flanagin & Metzger, 2007; Stanford, Tauber, Fogg, &
Marable, 2002). While provocative, more research is clearly
needed to fully understand the processes involved in Internet users’ credibility determinations under different conditions, and therefore the skills users need to make those
determinations.
Conclusion
This article summarizes much of what is known about the
skills Internet users need to assess the credibility of online
information. In addition, it describes and evaluates several
models of online information evaluation and reviews the
empirical research on how users themselves go about
the process of determining the credibility of Internet information. Based on this, the article offers a number of recommendations for online credibility research, theory, and
practice, and proposes alternative strategies to assist users
in locating credible information on the Internet. Several
overarching conclusions emerge from the review, including
the fact that Internet users as a group are not willing to exert
a great deal of effort in assessing the credibility of the
information they find online, and that they place a premium
on professional site design in their credibility appraisals.
Perhaps the most important conclusion from the review is
that any effort to teach Web evaluation must be realistic in its
expectations of users by recognizing that motivation is a key
ingredient in users’ willingness to undertake extensive effort
to verify the credibility of information they find online.
Educators could leverage this point by including information about the negative consequences of misinformation
online, as a means to motivate users to critically evaluate
information. Indeed, this is a fundamental theoretical tenet
in other types of educational campaigns (see Rice & Atkin,
2001). As Fritch (2003) wrote:
We all recognise [sic] that some information is not important
enough to require careful evaluation, but each individual
must determine when this is true. And when necessary, users
need the evaluative skills to make a proper determination
about which information is trustworthy, on the Internet and
in other venues. This is part of what it means to become a
literate citizen in an information-rich, networked world.
(p. 327)

In sum, the Internet has not so much changed what skills
are needed to evaluate the credibility of information as it has
changed the need for people to know when and how to exercise those skills.
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Abstract
This article presents a unifying framework of credibility assessment in which credibility is characterized across a variety
of media and resources with respect to diverse information seeking goals and tasks. The initial data were collected through
information-activity diaries over a 10-day period from 24 undergraduate students at three diﬀerent colleges. Based on 245
information seeking activities from the diaries, the authors conducted individual interviews with participants and analyzed
the transcripts using a grounded theory analysis. Three distinct levels of credibility judgments emerged: construct, heuristics, and interaction. The construct level pertains to how a person constructs, conceptualizes, or deﬁnes credibility. The
heuristics level involves general rules of thumb used to make judgments of credibility applicable to a variety of situations.
Finally, the interaction level refers to credibility judgments based on content, peripheral source cues, and peripheral information object cues. In addition, context emerged as the social, relational and dynamic frames surrounding the information
seeker and providing boundaries of credibility judgments. The implications of the framework in terms of its theoretical
contribution to credibility research and practices are discussed.
Ó 2007 Elsevier Ltd. All rights reserved.
Keywords: Information credibility; Credibility assessment; Information seeking behavior

1. Introduction
Every day people encounter more information than they can possibly use. Friends, colleagues, books, newspapers, television, and Web sites are just a few of the resources and media contributing to the ﬂow of information. But all information is not necessarily of equal value. In many cases, certain information appears to be
better, or more trustworthy, than other information. The challenge that most people then face is to judge
which information is more credible. The concept of credibility has received considerable attention since the
late 1990s when the Internet began providing a new information interaction environment that allowed users
to seek for information and communicate with others in ways never before possible. As a consequence,
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researchers and practitioners in diverse ﬁelds including information science, marketing, management information systems, communication studies, human–computer interaction (HCI), and psychology have examined
credibility assessment from a variety of diﬀerent perspectives (Rieh & Danielson, 2007).
Many studies of credibility tend, however, to investigate credibility by relying on deﬁnitions, approaches,
and presuppositions that are ﬁeld-speciﬁc (Flanagin & Metzger, 2007). In information science, credibility has
been understood as one of the criteria of relevance judgment used when making the decision to accept or reject
retrieved information (Rieh & Danielson, 2007). Communication researchers have, on the other hand, been
examining credibility as a research agenda distinguishing message credibility, source credibility, and media
credibility (Metzger, Flanagin, Eyal, Lemus, & McCann, 2003). Management information systems (MIS)
researchers have examined credibility issues in expert systems and decision support systems by querying people
as to whether they believe the advice these systems provide. Consumer behavior researchers have addressed
how consumers distinguish subjective and objective claims in e-commerce Web sites.
Consequently, previous studies of credibility have provided insights in relation to particular media such as
the Web (e.g., Fogg et al., 2003; Huerta, 2003; Rieh, 2002), particular types of information such as political
information (Johnson & Kaye, 1998, 2000), news information (Sundar, 1999), and scholarly information (Liu,
2004) as well as particular settings such as schools (Fidel et al., 1999). This approach is potentially problematic
in that people may carry over strategies and criteria used for one type of information (e.g., political information) to another type of information (e.g., scholarly information) and vice versa. People also may rely on multiple types of media or resources in the course of a single information seeking episode. What is called for, then,
is a framework that identiﬁes common aspects of credibility assessment regardless of media, type of information, and environment of information use.
This paper proposes a unifying framework of credibility assessment in which credibility is characterized
across various types of information resources and diverse information tasks including work- and schoolrelated problems and personal interests. Importantly, this paper diﬀerentiates the terms credibility assessment
and credibility judgment. Credibility assessment is herein seen as an iterative process involving one or more
credibility judgments. As an information seeker encounters information, a series of judgments are made about
the credibility of that information. These judgments are based on various factors to be discussed in greater
depth in the following sections. Taken together, those judgments comprise the credibility assessment which
feeds into the decision to accept or reject information.
This article begins with deﬁnitions of credibility and existing theoretical frameworks of credibility assessment which help to motivate the need for new research to develop a credibility assessment framework with
respect to people’s information seeking behaviors in which multiple information resources are used. The methods of data collection and analysis used in the present study are then presented. Results are discussed in the
form of an emerging unifying framework that is grounded in empirical ﬁndings. Finally, implications and contributions of the framework are discussed with respect to the previous literature on credibility.
2. Review of related literature
2.1. Deﬁnition of credibility
Credibility has been deﬁned as believability, trust, reliability, accuracy, fairness, objectivity, and dozens of
other concepts and combination thereof (Self, 1996). It also has been deﬁned in terms of characteristics of persuasive sources, characteristics of the message structure and content, and perceptions of media (Metzger et al.,
2003). Some studies focus on the characteristics that make sources or information worthy of being believed,
while others examine the characteristics that make sources or information likely to be believed (Flanagin &
Metzger, 2007).
Despite the fact that communication researchers have been interested in source credibility since the 1950s,
there is as yet no clear deﬁnition of credibility. The overarching view across deﬁnitions is believability. Credible people are believable people, and credible information is believable information (Tseng & Fogg, 1999).
Most credibility researchers agree that there are at least two key dimensions of credibility: trustworthiness
and expertise (Hovland, Janis, & Kelley, 1953), both of which contribute to the concept of credibility. Trustworthiness is a key factor in credibility assessment. A person is trustworthy for being honest, careful in choice
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of words, and disinclined to deceive (Wilson, 1983). Information is trustworthy when it appears to be reliable,
unbiased, and fair. Expertise is ‘‘the perceived knowledge, skill, and experience of the source’’ (Fogg, 2003a,
p. 124). Expertise is also an important factor because it is closely related to user perceptions of the ability of a
source to provide information both accurate and valid. When people ﬁnd that sources have expertise, they are
likely to judge that information to be trustworthy. Assessment of sources’ expertise come in multiple ways:
people might have prior ﬁrst-hand experience with a source; they might have heard about a source from other
people; they might know that a source has a good reputation; and they might recognize expertise when a
source has credentials, among others (Rieh, 2002). People’s credibility judgments are subjective and implicit
because they need to recognize expertise to conclude that the information is trustworthy.
Credibility diﬀers from cognitive authority and information quality, while being closely related to these two
concepts. Cognitive authorities are those people who actually exert inﬂuence on other people’s thoughts by
being recognized as proper (Wilson, 1983). According to Wilson, an authority’s inﬂuence is thought proper
because ‘‘he is thought credible, worthy of belief’’ (p. 15). Cognitive authorities are clearly among those
who are considered to be credible sources. A person may be recognized as credible in an area even if not exerting inﬂuence on other people’s thoughts. In Wilson’s words, ‘‘Those we think credible constitute the potential
pool of cognitive authorities on which we might draw’’ (Wilson, p. 16). Wilson claims that people do not attribute cognitive authority exclusively to individuals. Cognitive authority can be found in books, instruments,
organizations, and institutions.
Information quality refers to people’s subjective judgment of goodness and usefulness of information in certain information use settings with respect to their own expectations of information or in regard to other information available. Information quality is composed of ﬁve facets: usefulness, goodness, accuracy, currency, and
importance (Rieh, 2002). These facets of information quality are not necessarily always consistent. Information may be accurate but not useful, useful but not important, important but no longer current, current but
inaccurate, and so forth. In such cases, one of the questions people ask themselves would be whether they can
believe what the information says or, if not, whether they can at least take it seriously (Wilson, 1983). Thus,
credibility is a chief aspect of information quality.
2.2. Existing theoretical frameworks of credibility assessment
Several existing theoretical frameworks inform the understanding of credibility assessment. Fogg’s
(2003b) Prominence-Interpretation Theory grew out of a series of research projects on Web credibility conducted for four years at the Stanford Web Credibility Research Lab. This theory posits that two things need
to happen for people to make a credibility assessment: the user notices something (prominence), and the
user makes a judgment about what she/he notices (interpretation). Prominence is ‘‘the likelihood that a
Web site element will be noticed or perceived’’ (p. 722). If the element is not noticed, it will have no impact
on how the user assesses the credibility of the site. Fogg claims that at least ﬁve factors aﬀect prominence:
involvement (motivation and ability to scrutinize Web site content), topic of the Web site, task of the user,
experience of the user, and individual diﬀerences of users. Interpretation, the second component of the theory, is ‘‘a person’s judgment about an element under examination’’ (p. 723), or the evaluation of a Web site
element in terms of being good or bad. According to Fogg’s theory, various factors aﬀect interpretation:
user assumptions (culture, past experiences, heuristics, etc.), user skill/knowledge (level of competency in
the site’s subject matter), and context (user environment, user expectations, situational norms, etc.). This
process of prominence and interpretation takes place more than once when a person evaluates a Web site
because new aspects of the site are continually noticed and interpreted in the process of making overall
assessments of credibility.
Rieh’s (2002) model also looks at credibility assessment as an iterative process. While Fogg’s (2003b) theory
describes the credibility assessment process from the point when a user notices something in a Web site to the
point when the user makes a judgment, Rieh’s model begins earlier at the point at which a user makes a predictive judgment about which Web site will contain credible information and follows through to include evaluative judgments by which the user expresses preferences for information encountered. Rieh states that the
kinds of factors inﬂuencing predictive judgments of information quality and cognitive authority diﬀer from
those that inﬂuence evaluative judgments. Her empirical study ﬁndings indicate that users tend to rely on their
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previous knowledge in terms of systems (system functions and structures) or topic area for making predictive
judgments while their evaluative judgments are based on the characteristics of information objects (content,
type of information object, and presentation). The characteristics of sources are consistently important criteria
for both predictive judgments and evaluative judgments, according to Rieh’s study.
Wathen and Burkell (2002) present a model of credibility assessment in which a staged process is laid out
in the context of health information searching on the Web. They propose that a user’s ﬁrst task is to rate
the credibility of the medium based on surface characteristics such as appearance/presentation, usability/
interface design, and organization of information. The second task for the user is rating the source and
the message. The evaluation of a source is often made in terms of its expertise/competence, trustworthiness,
credentials, and so forth. The message is evaluated in terms of content, relevance, currency, accuracy, and
tailoring. The third aspect of process involves the interaction of presentation and content with the user’s
cognitive state. Wathen and Burkell’s model is also iterative given that the user makes judgments of the
initial surface of Web sites and source cues via interactions with Web sites. Their model, however, has
not been tested empirically.
Sundar (2007) presents four of what he calls ‘‘aﬀordances’’ in digital media capable of cueing cognitive heuristics pertinent to credibility assessments: Modality (M), Agency (A), Interactivity (I), and Navigability (N).
His MAIN model argues that these four technical aﬀordances help to explain the perceived credibility of digital media and their oﬀerings beyond what is explained by content characteristics. According to Sundar, the
aﬀordances have the power to amplify or diminish content eﬀects on credibility because they can play the role
of a moderator in a variety of psychological ways. Sundar further suggests that a deeper understanding of the
role of heuristics in the credibility assessment process will clear up apparent contradictions in the credibility
literature. While heuristics are not infallible and do not guarantee success, they likely appeal to many individuals who might cope with the deluge of information. Further discussion of the importance of heuristics in conceptualizing credibility assessment is found in Petty and Cacioppo’s Elaboration Likelihood Model (ELM) to
be discussed below.
2.3. Elaboration Likelihood Model (ELM)
The Elaboration Likelihood Model (ELM) provides a fairly general framework for understanding the basic
process underlying persuasive communication, and as such it has often been adopted by credibility researchers
to characterize credibility assessment processes and elements (e.g., Eastin, Yang, & Nathanson, 2006; Sundar,
2007; Wathen & Burkell, 2002). The ELM explains attitudinal changes in individuals as they encounter messages and the sources of those messages (Petty & Cacioppo, 1981, 1986). The two key constructs capable of
aﬀecting the amount and direction of attitude change are argument/message quality and peripheral cues. In
the ELM, arguments are viewed ‘‘as bits of information contained in a communication that are relevant to
a person’s subjective determination of the true merits of an advocated position’’ (p. 133). Thus, one way to
inﬂuence attitude in a persuasive message is to strengthen the quality of the arguments. Another way to inﬂuence attitude is to use a simple cue even in the absence of arguments. Peripheral cues can pertain to either
source or message. An example of a peripheral source cue is the reputation of the source (highly respected
author, etc.), while an example of a peripheral message cue would be the length of the message or the number
of points made in the argument. The distinction Petty and Cacioppo make between content and peripheral
cues may have important implications for credibility research given that ‘‘peripheral route’’ and ‘‘central
route’’ characterize where people tend to put their eﬀort and attention in evaluating information credibility
when using digital media (Sundar, 2007).
Petty and Cacioppo (1981, 1986) also identify two types of message processing in which individuals
engage when encountering messages: systematic and heuristic. Systematic processing is eﬀortful and
involves analyzing a message based on content cues. In many instances, however, individuals lack either
the motivation or the ability to engage in systematic processing. At those times they resort to heuristic processing, basing their judgments of a message not on its content but on peripheral cues from the message
and/or the source. Heuristics are practical rules or guidelines that aid in problem solving, decision making,
and discovery (Newell, Shaw, & Simon, 1960), and as such tend to reduce mental eﬀort (Petty & Cacioppo,
1986; Sundar, 2007).
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3. Methodology
The goal of this study was to better understand how people make credibility assessments in a wide variety
of everyday life information seeking contexts. To accomplish this goal, undergraduate students were selected
as potential participants under the assumption that their lives would involve a wide variety of information
seeking activities across work, school, and personal pursuits.
3.1. Participants
A purposive sampling approach to recruit participants was used, ensuring that a variety of undergraduate
students representing diﬀerent sizes of colleges, academic majors, and genders were included. Recruiting was
continued up to the point of theoretical saturation (i.e., when participants began repeating the same themes
and the authors ceased learning anything new). Twenty-six undergraduate students were recruited from three
diﬀerent institutions in the US Midwestern state. The three institutions included a large research university, a
medium-sized state university, and a community college. Two participants dropped out of the study before
they could be interviewed, and their data are not reported here. So, in total, 24 students participated in the
study. Initially, only ﬁrst year students were recruited on the belief that they would likely be encountering
a variety of novel information tasks in their new learning and living environments. At the research university,
the sampling was limited to ﬁrst year students; this limiting, however, proved extremely diﬃcult at the other
two institutions as recruitment for the study occurred primarily during the summer months when fewer ﬁrst
year students were on campus. Therefore, recruitment was extended to include undergraduate students at all
levels.
Although the average age of the participants was 21.8 years, 11 participants were 18-year old. Half of the
participants were in the ﬁrst year of their undergraduate education. There were only three non-traditional students, including a 29-year old, a 31-year old, and a 43-year old. Fourteen were female, and ten were male. The
participants’ majors included engineering, dance, ﬁlm, psychology, business, nursing, education, and pre-medicine, among others.
A pre-interview questionnaire was administered to gather background information on the participants. On
average, participants said they used the Internet 3.6 hours each day and their institution’s online library catalog system about 0.75 hour each week. Twenty-one participants (87.5%) reported they used email multiple
times daily and went on the Internet for personal interests four or more times each week. Twenty participants
(83.3%) also responded that they used the Internet for school research approximately four to seven days per
week.
3.2. Data collection
Diaries have proven useful to researchers given that the method enables the collection of a wealth of
detailed, actual information behaviors in speciﬁc contexts (Toms & Duﬀ, 2002). Furthermore, diaries make
it possible to capture various kinds of information activities such as topics in task, resources used, time spent
on task, and outcome of search activity while they are still fresh in the mind of the participant and are useful
for triggering memories of those details during a subsequent in-depth interview (Rieh, 2004). Thus, participants are not left to rely entirely on their memories to recall their information needs and activities, making
diaries a useful means of capturing the salient aspects of real information seeking activities for discussion during later interviews (Cool & Belkin, 2002).
Participants were asked to record one information seeking activity per day for 10 days. The general instructions given to the participants were to: ‘‘Think about situations today in which you needed to ﬁnd information. Choose the one that was most important to you; then answer the following questions, providing as much
detail as you can.’’ They were encouraged to include activities that involved the range of information sources
(human, Web site, book, newspaper, etc.), because the intent was not to limit the investigation to any one
system, source or medium. The diaries were kept online via a password-protected Web page. Participants
answered a series of 11 speciﬁc questions about the activity to ensure important details were captured.
The questions posed in the diary form included the topic of information seeking activity, goals of information
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seeking, familiarity with the topic, resources used, information seeking process, information use plans, and
their next steps. No question directly related to credibility was included in the diaries. This is because questions about credibility in the diary may have changed the participants’ behaviors and attitudes by having them
focus on credibility issues during the process of information seeking.
Once the activities from the entire 10 days had been recorded, an in-depth interview was conducted. The
researcher prepared two hard copies of the participant’s diary and gave one to the participant so that both
the researcher and the participant could read the entries in the diary during the interview. The interview
was initiated by asking the participant to recount each activity, providing additional details about the topic,
the resources used, and the step-by-step information seeking process. The participant was then queried about
issues of credibility, including whether or not credibility was a concern and how it was judged. The participant
was also asked to provide reasons for the judgments of credibility that they made. Additional questions in the
interview included the participant’s perceived levels of diﬃculty and conﬁdence along with comments on the
general seeking experience. The interviews were not, however, strictly limited to the 10 activities contained in
the diaries: when appropriate, participants were asked to discuss comparable or contrasting activities with
respect to their judgments of credibility generally.

3.3. Data analysis
The interviews ranged in length from 1 to 1.5 hours. The audiotapes of these interviews were transcribed
and then analyzed using the grounded theory approach (Glaser & Strauss, 1967). The two authors conducted
an initial content analysis separately on the same transcripts. The encodings of three transcripts resulted in the
ﬁrst draft of the coding scheme. Through discussions and explanations of how and why each code was applied,
the coding scheme was revised. The three transcripts were ﬁnally recoded using the revised coding scheme, and
the major themes emerged from the content analysis.
Two Library and Information Services masters students in the School of Information at the University of
Michigan served as coders. They and the authors held weekly meetings from June to August 2006. The authors
presented the coders with the coding scheme along with operational deﬁnitions and examples. Each coder was
responsible for analyzing the transcripts of the twelve interviews, and in the ﬁrst three weeks they coded two
transcripts each week as well as brought questions and ‘‘uncodable’’ quotes to the meeting for the purposes of
revising the coding scheme. Through the iteration of coding scheme revisions over several weeks, the coding
scheme was ﬁnalized and the themes emerged more clearly. The coders entered their encodings using NVivo
2.0, qualitative data analysis software. The meetings of the group of four were continued until all the encodings were completed in order to resolve any diﬀerences in encodings between the two coders. The common
themes and categories emerged in the grounded theory analyses were then broken down into seven major categories and 25 sub-categories as shown in Table 1.
This article focuses on the development of a unifying framework of credibility assessment. Thus, the three
levels—construct, heuristics, and interaction—and the context of credibility judgments that emerged from the
data analysis will be discussed in detail in the following chapters of this article. References can be made to
Table 1
Coding categories of data analysis
Major categories

Sub categories

Goal
Task

Personal information need, academic achievement, entertainment, problem solving, and routines
Subject searching, question answering, fact retrieval, known item searching, and advice/
recommendations/opinions
Human resources, online, print, and mass media
Starting point, use of multiple resources, and information seeking based on convenience and cost
Construct, heuristics, and interaction

Medium/Resource
Strategies
Levels of credibility
judgments
Context
Credibility judgment process

Related to the selection of resources, applicability of judgments
Prediction, evaluation, follow-up judgments (veriﬁcation/re-evaluation/clariﬁcation/refusal)
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other works by the authors (Rieh & Hilligoss, 2007; Rieh, Hilligoss, & Yang, 2007) for other themes such as
goals, tasks, media/resources, credibility judgment process, and information seeking strategies.
4. A unifying framework of credibility assessment
A unifying framework of credibility assessment was developed as a result of data analysis. Three distinct
levels of credibility judgments emerged: construct, heuristics, and interaction. The construct level pertains
to how a person constructs, conceptualizes, or deﬁnes credibility. It is the most abstract level and as such
involves broad notions of credibility that inﬂuence the person’s judgments. The heuristics level involves general rules of thumb used to make judgments of credibility. This level is fairly general, being broad enough to
apply to a variety of situations rather than speciﬁc to any particular situation. The interaction level refers to
credibility judgments based on speciﬁc source or content cues. A summary of the three levels is presented in
Table 2.
The three levels of credibility judgments above do not necessarily operate independently. In fact, as presented in Fig. 1, any or all of the levels interlink. This framework implies that each level aﬀects the other levels
in both directions from abstract to speciﬁc levels and vice versa. For instance, if a person constructs credibility
in terms of reliability, that construct may inﬂuence the kind of heuristics that can help in identifying a resource
likely to be reliable (e.g., oﬃcial Web site). Heuristics may inﬂuence the ways in which a person assesses credibility by drawing attention to certain characteristics when interacting with the information resource. Sometimes a person makes a credibility judgment based on certain cues from a source of information and ﬁnds later
that the judgment may contradict the original heuristic. In such cases, the current heuristic can be extended by
adding a new general rule of thumb. On the other hand, once a person repeatedly relies on the same kind of
cues relative to information objects within a single information seeking episode or across multiple information
seeking episodes, the use of such cues can be established as personal heuristics. If a person’s heuristics prove
consistent over time, the heuristics may become the person’s construct of credibility.
As Fig. 1 shows, context also emerged as an important factor inﬂuencing all three levels by playing a central
role in the process of making a credibility judgment. The context is the social, relational, and dynamic frame of
reference surrounding the person’s information seeking process. In general, it creates boundaries around the
information seeking activity or the credibility judgment itself. The context of credibility judgments can either
guide the selection of resources or limit the applicability of such judgments.

Table 2
Three levels of credibility assessment
Level

Deﬁnition

Types

Construct

Conceptualizations of credibility







Heuristics

General rules of thumb that are broadly
applicable to a variety of situations

 Media-related
 Source-related
 Endorsementbased
 Aesthetics-based

Provides useful ways of ﬁnding
information conveniently and making
credibility judgment quickly

Interaction

Speciﬁc attributes associated with particular
information objects and sources for credibility
judgments

 Content cues
 Peripheral source
cues
 Peripheral information object
cues

Provides speciﬁc information source or
object characteristics on which to base a
judgment

Truthfulness
Believability
Trustworthiness
Objectivity
Reliability

Inﬂuence
Provides a particular point of view for
judging credibility

Please cite this article in press as: Hilligoss, B., & Rieh, S. Y. , Developing a unifying framework of credibility ...,
Information Processing and Management (2007), doi:10.1016/j.ipm.2007.10.001

ARTICLE IN PRESS
8

B. Hilligoss, S.Y. Rieh / Information Processing and Management xxx (2007) xxx–xxx

Fig. 1. A unifying framework of credibility assessment.

4.1. Construct level
The construct level is the highest in the framework because it concerns itself with how a person conceptualizes and deﬁnes credibility, providing a particular point of view for judging credibility in fundamental ways.
The data analysis reveals that participants in this study conceptualize information credibility with respect to
ﬁve diﬀerent aspects: truthfulness, believability, trustworthiness, objectivity, and reliability. The distinct categories of a credibility construct indicate how a person deﬁnes credibility diﬀerently from other people at any
given time.
There were a few cases in which judgments of credibility were made based on participants’ estimations of
the truthfulness of the information they encountered. ‘‘I guess what makes it credible would be: what type of
information do they produce? Like, as long as they’re producing the truth, and they’re not altering it or providing false information, I would think of a source as credible’’ (P22 A11).2 Other related deﬁnitions that participants used included accuracy, validity, correctness, and legitimacy.
Believability is another construct of credibility employed by several participants in this study. As one participant put it: ‘‘Credible is, like, believable’’ (P02 A11). In some cases participants applied this deﬁnition of
credibility to the information itself, and in other cases they applied it to its sources. ‘‘. . .if somebody’s not credible, then how can you believe in it?’’ (P13 A13).
Trustworthiness is the deﬁnition of credibility that participants mentioned most frequently. P16 said that
‘‘It comes down to being able to trust the source and trust the information’’ (P16 A12). As this quote demonstrates, the conceptualization of credibility as trustworthiness is one that can be applied to both information

2

Throughout, quotations from the data are followed by a reference to the participant (P) and the information seeking activity (A) in
which the quote occurred.

Please cite this article in press as: Hilligoss, B., & Rieh, S. Y. , Developing a unifying framework of credibility ...,
Information Processing and Management (2007), doi:10.1016/j.ipm.2007.10.001

ARTICLE IN PRESS
B. Hilligoss, S.Y. Rieh / Information Processing and Management xxx (2007) xxx–xxx

9

and sources. In another example, when asked to talk about the credibility of an article on Wikipedia, one participant talked about the issue of trust by saying ‘‘But I do have a reason not to trust Wikipedia’’ (P19 A3). He
went on to explain that ‘‘Because. . . anybody can edit any information on there. . . it’s this thing where anybody can do anything to the information that’s there. So, I just can’t trust it because it could be modiﬁed’’
(P19 A3).
Another conceptualization of credibility that emerged during the interviews is objectivity. One participant
deﬁned credibility as ‘‘presenting [a] balance of facts and knowledge, showing diﬀerent sides of the issues, not
being biased, not being involved directly in what’s going on is important’’ (P10 A2). This quote describes
objective information (‘‘showing diﬀerent sides of the issues’’) and objective sources (‘‘not being involved
directly in what’s going on’’).
Finally, several participants deﬁned credibility in terms of reliability, a conceptualization of credibility closely linked with veriﬁability. One participant explained that ‘‘Being able to verify it with another source’’
makes for credible information (P18 A11). One interesting point that becomes apparent with this conceptualization of credibility is that it suggests certain strategies or behaviors for judging credibility. Participants
who considered credibility as being about reliability felt they needed to seek out other sources of information
or actually use the information in order to conﬁrm its credibility.
Thus, it is evident that diﬀerent people conceptualize credibility in diﬀerent ways. This is not, however, to
suggest that individuals have only one deﬁnition of credibility. In fact, the participants in this study often held
multiple concepts of credibility. They applied certain constructs of credibility depending on the situation or
type of information encountered, as shown in the following quote:
. . .I guess when I would trust information more than others kind of depends on how the Web site was set
up. Like, for instance, the [amusement park] thing, I knew that was the Web site of the park, so I said,
‘Okay, this is valid information,’ or I assumed it to be. I guess they could be lying. When they say this is
the oﬃcial Web site of this then I kind of take it as, ‘Okay, this is correct information.’ But I guess. . .if
you were trying to ﬁnd out about hypertension or something, I would trust it more if. . .it said ‘doctor’ at
the bottom of the page; MD at this hospital, or this foundation; like, the American something something—I would trust it more. But probably the best place that I would believe information would probably be a doctor or some sort of clinic or medically trained person (P23 A11).
In this example the participant was concerned with whether or not the information told the truth (truthfulness) when discussing information related to an amusement park. When talking about health information,
the participant constructed credibility in terms of trustworthiness.
4.2. Heuristics level
The heuristics level is comprised of general rules of thumb used to make decisions regarding credibility.
These rules of thumb are fairly general, broad enough to apply to a variety of situations rather than being
speciﬁc to any particular situation. Participants often explained their information seeking behaviors as doing
what was ‘‘convenient’’ and ‘‘quick.’’ The use of heuristics supports their objective of ﬁnding information
quickly and conveniently. In many cases, heuristics allow individuals to almost instantly jump to a judgment
of credibility without much substantial engagement with the information or source itself. As noted by Petty
and Cacioppo (1981, 1986), systematic processing of the content of a message is time consuming and cognitively demanding, and in some cases individuals lack the motivation or ability to systematically process (or
evaluate) the content of a message (or information object). In these cases individuals may engage in heuristic
processing because they are either unwilling or unable to spend the time or eﬀort required for systematic processing. The data herein revealed four categories of heuristics: media-related, source-related, endorsementbased, and aesthetics-based.
4.2.1. Media-related heuristics
Many of the heuristics that individuals hold pertain to speciﬁc media. Here, the term media is used broadly
to refer to any media, format, or channel through which information is conveyed. In some instances, heuristics
about diﬀerent media are used to compare and contrast the relative credibility of those media. These general
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rules of thumb can exert various kinds of inﬂuence on the credibility assessment process, aﬀecting such decisions as to where to look for information as well as the scrutiny or skepticism with which one can approach
information found in a given media format.
Participants in the study expressed general heuristics about books, peer-reviewed journal articles, the
Web, blogs, and libraries. Books and scholarly journal articles were consistently perceived as credible media,
particularly in comparison with the Internet as shown in the comment that ‘‘People can just make up sites
and stuﬀ online, but with a book you have to go through publishing companies and getting that whole book
[publishing] process. It just goes through so many procedures to make sure that it’s credible, but the Internet, it’s so easy [to post there]’’ (P02 A10). Knowledge of the peer-review process also lies behind the positive heuristics of scholarly journal articles. One student said, ‘‘I know it’s really hard to become published,
so, I’m assuming that it’s credible’’ (P06 A8). Similarly, another participant explained that ‘‘With a peer
reviewed article, I know that the person saying it is supposed to know something about the topic. . .. I know
that other people who are supposed to know something of the topic agreed with them or at least consider
what they’re saying a reliable possibility’’ (P01 A12). Thus, a general, if not detailed, understanding of the
peer-review publishing process lay behind the conﬁdence participants expressed in the credibility of books
and scholarly journals.
Many participants are well aware of the notion that ‘‘. . .anybody can write anything on the Web’’ (P20 A7)
and so tend to evaluate more carefully the information on the Web. Teaching in schools seems to play a part in
the participants’ heuristics about the Web as indicated in the statement that ‘‘. . .in high school I pretty much
learned that everything you read [on the Web] is not true, and you can’t trust everything that you read’’ (P22
A6). The concerns about the Web-based information did not, however, prevent the participants from using the
information found on the Web. Rather, the heuristics about speciﬁc media will at times increase or decrease
concerns about credibility, which can inﬂuence the scrutiny an individual uses in evaluation.
Some participants diﬀerentiated between types of Web sites, comparing and contrasting blogs to other Web
sites. Participants who spoke of blogs perceived them as opinion-based and thus lacking credibility. As one
participant put it, ‘‘I would say a blog would have a lot less credibility than a professional Web site; a lot
of times they don’t have ﬁrst hand information’’ (P09 A5). That same participant elaborated to the eﬀect that
‘‘[On] a blog, someone could say anything they want and just keep going. There’s no journalistic integrity
required or anything, because there’s no repercussions’’ (P09 A5). Other participants noted that blogs can
be useful as ‘‘spring boards,’’ providing new ideas and leads for information seeking. One participant
explained ‘‘So, I might use the information I found in a forum or a blog to point me in a direction to ﬁnd
out if something is true, but I wouldn’t take that information as credible’’ (P10 A5). Thus, while people
may perceive certain media or speciﬁc media formats to be non-credible, they still may have good reason
for using those media.
4.2.2. Source-related heuristics
Analysis of the data revealed the participants employ heuristics about sources of information in two ways:
familiar vs. unfamiliar sources and primary vs. secondary sources.
In terms of familiarity, the most common heuristics mentioned by the participants is that familiar, known
sources are more credible than unfamiliar ones. One participant reported that ‘‘If it’s from a trusted source. . .
I would probably trust [it] more than, you know, when you ask someone random for directions; you don’t
really know if what they are saying is right’’ (P05 A11). Use of the word ‘‘random’’ is notable. Another participant spoke about random Web sites (P01 A11), while yet another participant referred to random organizations or random companies (P15 A2). In these cases, the heuristic is that unknown or random sources of
information are less likely to be credible than known ones.
The second source-related heuristics is related to the dichotomy of primary vs. secondary sources. In general, participants perceived primary sources as being credible, with the ‘‘oﬃcial site’’ being perceived as most
credible. One participant stated that ‘‘I would say information is more credible, more trustworthy . . . if the
source is sort of the oﬃcial source. . .regarding what you’re looking for’’ (P08 A12). Another participant’s
characterization of the heuristics of secondary sources held that ‘‘. . .if it’s like a second[ary] source, like, a
paper someone has written online or a blog or an article even, then I kind of second guess whether it’s a true
Web site, whether that information is valid. So it depends on the site I’m on’’ (P03 A11).
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4.2.3. Endorsement-based heuristics
A third kind of source-related heuristics involves endorsements. Here, participants perceived a particular
information object or source to be credible because it has been endorsed, recommended, or otherwise upheld
by knowledgeable and trusted individuals. Those individuals might be known (friends, family, colleagues,
etc.), or not known (e.g., experts in a particular ﬁeld). Endorsements may also come in the form of citations,
one participant explaining that ‘‘If [the book] had been cited in other history papers, then I know that people
ﬁnd it reliable’’ (P07 A8).
Organizations are also seen as givers of endorsements. Some participants felt that if the Web site of a
trusted organization provided a link to another Web site, then that trusted organization was eﬀectively endorsing the other Web site. One participant explained that ‘‘. . .if it’s something that [the University] will send a link
to, or a Web site I have used sends a link to, I trust that more. It’s more credible to me because if they’re associated with it, then they’ve done their checks’’ (P12 A12).
The ﬁndings demonstrate that some participants perceive popularity as a form of endorsement, following
the general rule of thumb that information sources and objects widely used are are more likely to be credible.
One participant talked about his trust in several Web sites that review information technologies, calling them
‘‘reputable’’ and ‘‘respected in the industry.’’ When asked to explain how he knew these Web sites were well
respected, he replied that ‘‘. . .the fact that they’re so popular, it’s not like a perfect indicator, but it usually
indicates they have some reputability’’ (P09 A5). The perception of popularity as a measure of credibility is
not, however, restricted to Web sites. Another participant explaining why he might trust a moving company
more if it were popular said ‘‘I think my general conclusion is that [if] everyone’s using them. . ., then they must
be a good company and a trusted company’’ (P15 A2). Another participant talked about the theory of global
warming and how his own opinion about that theory had changed over time as he encountered ‘‘more and
more and more’’ scientiﬁc articles supporting the theory. He said he now believed the theory because of
‘‘The overwhelming diﬀerence in proportion and amount [of scientists on the two sides]. It was like one hundred to one, really’’ (P16 A11). Nonetheless, he acknowledged that ‘‘The majority doesn’t always mean it’s
correct’’ (P16 A11).
4.2.4. Aesthetics-based heuristics
A number of participants used heuristics that connected credibility and aesthetic design in Web sites. As
one participant expressed it, ‘‘I also judge Web sites based on the quality of their layout. It’s kind of snobbish,
but if something looks like it’s been put together by a ﬁve year old on his ﬁrst GeoCities page, like, lots of
blinky things and whatever, then I usually think the Web site’s probably crap, because they haven’t put a
whole lot of eﬀort into it’’ (P18 A8). One participant oﬀered that ‘‘I guess a professional design of a Web site,
like a nice and clean layout kind of—generally, if someone puts that much time into designing the Web site,
they put more time into what they’re saying. It’s not always true, but it’s kind of a good rule of thumb’’ (P09
A10).
4.3. Interaction level
The third and ﬁnal level of inﬂuence is the interaction level, in which speciﬁc attributes associated with particular information objects and sources enter into an individual’s judgment of credibility. In contrast to heuristics, which are broad and widely applicable, interaction level judgments are unique to a speciﬁc information
object or source that participants encounter. The data analysis reveals that the interaction level involves three
types of interactions: those with content cues, those with source peripheral cues, and those with information
object peripheral cues.
4.3.1. Interactions with content cues
Content refers to the message itself, that is, the substantive information being conveyed. Interactions with
content are arguably the most cognitively demanding of the three kinds of interactions (Petty & Cacioppo,
1986). This study ﬁnds that the use of personal knowledge to evaluate information is the primary method
by which people interact with content from a credibility assessment perspective. P20, researching a particular
Islamic scholar for a school assignment, conducted a Google search and found an article about him on
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Wikipedia. Since she already knew something about the scholar, she was able to recognize several errors in the
content provided on the Wikipedia site. The following quote explains her interactions with the content with
respect to her prior knowledge:
It’s usually like, for example, on that one site that I went to on Wikipedia for that one article that I knew
wasn’t credible. I knew it wasn’t credible because of some of the small mistakes in there. And others were
pretty big mistakes that directly contradicted what I knew about the person who I was looking up. And
so in that sense I knew it wasn’t credible (P20 A11).
When the participants lacked the knowledge required for judging the credibility of information, they took
other strategies for making credibility judgments based on content cues. For instance, participants looked for
multiple sources with concurring information in order to verify content. One participant, researching the eﬀectiveness of evidence-based substance abuse prevention programs, explored numerous scholarly articles. He
explained why he felt that a particular article he found was credible: ‘‘All of the information follows suit with
what others studies have said. It kind of falls in line with that’’ (P16 A7). Similarly, another participant was
looking for the date for a particular upcoming community event. She conducted a search on Google, clicking
on several of the links in the results set even though the ﬁrst one she tried provided the date. She explained her
reason for doing this as ‘‘Just reassurance—because I don’t know which one is like—some sites on the Internet
are not credible. So I wanted to make sure that it was the right information, and by giving the same date a
couple of times, I believed it’’ (P22 A6).
4.3.2. Interactions with peripheral source cues
Any cue pertaining to a source that was used in a judgment of the credibility of information was deemed a
peripheral source cue. In this study, individuals, groups, organizations, and any other social aggregate were
considered sources. Source peripheral cues included aﬃliation, reputation, author’s educational background,
type of institution, and so forth.
Many participants explained their conﬁdence in the credibility of information they received from friends,
family, and other acquaintances. For example, one participant trusted her roommate for help on a sociology
assignment because she knew the roommate was also taking the class and ‘‘doing pretty well’’ (P05 A1).
Another participant trusted his friend for advice on ice skating because he knew ‘‘she has been skating many
years—10 years’’ (P07 A2). Still another participant accepted input from his track coach about how best to
treat an injury because he knew the coach ‘‘has been running marathon for nearly thirty years’’ (P15 A3).
A diﬀerent participant knew she could ask her boyfriend for information on just about any topic and have
conﬁdence that he would be knowledgeable because ‘‘he’s always doing research on everything’’ (P06 A4).
These are just a few examples of how knowledge about the habits, behaviors and talents of another person
can inﬂuence a person’s credibility judgment.
Past experience with sources sometimes quite signiﬁcantly inﬂuenced a participant’s subsequent judgments.
Several participants explained their selection of Web sites by pointing to positive prior experiences with those
Web sites. One participant was looking for information about an upcoming performance by a musical band.
He checked two Web sites, both of which he had used previously, and found the information he needed. When
asked whether he felt the information might have been not credible, he replied, ‘‘Not really. Both the sites I’ve
been to many times before and completely trust. . .so I didn’t have any issues like that’’ (P04 A2). Previous
experiences can also boost a person’s conﬁdence in an e-commerce Web site. One participant explained
why she used Amazon.com saying, ‘‘I’ve used them in the past. I’ve ordered things from them. I haven’t
had any bad experiences with ordering things or pre-ordering items’’ (P12 A8). First-hand knowledge can also
make people doubt the credibility of information sources. One participant asked his friend for information
about an upcoming football game but then decided to double check the information with another, more
knowledgeable friend. In explaining why he was hesitant to trust the ﬁrst friend he said ‘‘. . .he has a history
of just sort of saying whatever when I ask him these trivial questions, because it’s not a big issue. He doesn’t
really consider it a big issue, so he’ll just say whatever’’ (P08 A10).
In addition to their personal experiences, people may also be inﬂuenced by the experiences of others when
making credibility judgments. One participant trusted a book she called ‘‘The Gardener’s Bible,’’ explaining ‘‘I
do remember hearing from other people a long time back that they’d used it and found it helpful. And so I
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thought that’s probably a good bet’’ (P20 A3). A diﬀerent participant talked about an activity in which she
needed more information about a female musical artist. She explained why she turned to and believed the
information she found on a particular Web site by citing her stepfather’s experience with that Web site:
My step-dad actually had a band, and they had a CD on there, and [the Web site] asked [the band] to
write the biography of it because they [the Web site] are kind of small, and it’s a lot cheaper way to do it.
So, I ﬁgured it was probably, if not [the musical artist] who wrote it, someone like her manager or someone who was familiar with her (P14 A4).
As these examples illustrate, knowledge of a source, whether ﬁrst or second-hand, inﬂuenced credibility
judgments as participants interacted with sources.
4.3.3. Interactions with peripheral information object cues
The third kind of interaction involves peripheral cues derived from the information object. Most commonly
these cues pertain to the appearance or presentation of the information. Considerations of presentation tend
to involve the external, aesthetic aspects of the information object, or the emotional eﬀect of interaction with
the object. As noted above, many participants used aesthetics-based heuristics to judge information credibility.
When applying such heuristics to a speciﬁc information object, such as examining how well a particular Web
site is designed, an individual uses information object peripheral cues to judge credibility on the interaction
level. One participant’s eﬀort to contrast Google and Yahoo! is illustrative:
Google seems to be more legitimate simply because there’s no advertisement and all they have is the
search [box] on their Web site. If you go to Google.com it says ‘‘Google,’’ the search box, and then
you can search . . .diﬀerent things. Yahoo! has all this stuﬀ: news, weather, advertisements, links to movies and stuﬀ. So, Google appears to be more credible because it doesn’t have any of the other stuﬀ. It has
that appearance that we are here to ﬁnd information—to help you search whatever information, while
Yahoo! seems to be more kind of for entertainment or diﬀerent kinds of things (P10 A5).
In addition to cues pertaining to the appearance or presentation of information, participants also considered cues derived from the language used. Referring to articles he had read on zdnet.com, cnet.com, and slashdot.com, one participant said, ‘‘I think they’re well written in general, so I guess that leads it to be more
reputable’’ (P9 A4). In another example, P10 looked online for a listing of Martin Luther’s Ninety-ﬁve Theses.
He explained why he trusted the listing he found. ‘‘Well, I mean it was the old English. The wording was kind
of complex unnecessarily. It sounded like something from that period’’ (P10 A9).
Information object peripheral cues can also evoke aﬀective responses that may inﬂuence credibility judgments. In talking about why he judged a particular Web site about Albert Einstein to be credible, one participant said there was a ‘‘scientiﬁc mood to the Web site. It’s hard to describe’’ (P8 A5). Others talked about
information ‘‘seeming’’ or ‘‘feeling’’ correct or credible but were often unable to elaborate. Such judgments,
based on interactions with information objects, are shaped by peripheral cues pertaining to those objects.
4.4. Context of credibility judgments
The data analysis reveals that contextual factors can intervene and inﬂuence credibility judgments by constraining selection of resources for a particular information seeking activity. For instance, P08 talked about a
paper he was writing for a class assignment. While he was comfortable using the Web and felt that the Web
provided many resources of high quality and credibility, he noted that he was reluctant to use many Web
resources out of fear that they would be perceived by his professor as non-credible simply because they were
Web-based. He elaborated by stating that ‘‘If it’s something that I could ﬁnd an actual book on, I like that
too, because just using the Internet—I’m pretty nervous about just using the Internet—just because professors
usually don’t like that, and it’s good to include some actual books’’ (P08 A3). In this example, the participant
followed a strategy for selecting resources that was based not entirely on his own judgment of what constituted
credible information but partly as well on the school context to accommodate a professor’s judgment criteria.
Participants sometimes accepted certain resources as credible primarily by relying on the context in which
they encountered the resources. For example, one participant explained her conﬁdence in the textbook she was
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using for one of her classes with ‘‘. . .the same guy who wrote the textbook wrote my test. So, I would trust it’’
(P05 A8). In this example one particular resource, the textbook, was intricately intertwined with the context
out of which her information need had arisen. A similar example was found with a participant who turned to
the professor to clarify the class assignment. She said ‘‘. . . I knew I could trust my professor to give me the
correct information because it was his problem I was working on’’ (P01 A12). Again, selection of resources
and judgments of credibility were guided by the context in which the information need emerged.
Another ﬁnding from the data analysis is that contextual factors also enter into judgments of credibility by
bounding or otherwise limiting the applicability of those judgments. Several instances were found in which
contextual factors both led the participants to make certain credibility judgments and prevented them from
conﬁdently extending those judgments to other contexts. These cases were most frequently noted when participants made credibility judgments in the context of their classes. Several participants talked about the credibility of the information they received from their class instructors, acknowledging that while the information
might not be credible in the world outside the class, it was credible within. As one student expressed it, ‘‘It’s
reliable in the context of the class. It may or may not be reliable in the real world’’ (P01 A12). Another said, ‘‘I
would assume it’s credible, but I also know it’s completely credible within the class because the class is
designed around it. So, even if it’s false, it’s true within the bounds of the classroom’’ (P09 A3).
Context not only bounds credibility judgments of information received from instructors but also bounds
judgments of other sources as well. For instance, one participant commented on the information found in
her course textbook. ‘‘Well, it isn’t necessarily that the book would be right. It’s that everything was taken
from the book that would be on the exam. So, if the book wasn’t right, like, technically, then, it was irrelevant.
It’d be irrelevant to my goal [of passing the test]’’ (P06 A5). Comments like these indicate that credibility is not
always viewed as absolute but rather may be seen as relative given its relationship to certain contexts of information seeking and use.

4.5. Interplay among construct, heuristics, interaction, and context
As mentioned brieﬂy at the beginning of Section 4, the multiple levels and contextual factors are interlinked
in credibility assessment. This section provides examples from the data which illustrate how multiple levels and
contextual factors can shape and inﬂuence credibility judgments.
One of the common credibility judgment strategies that the participants took was to apply their own heuristics of credibility assessment to a certain information seeking activity. In many cases, it proved to be useful.
In one example, a participant who was planning to move from the United States to Australia wanted to ﬁnd
out whether or not she would be able to work legally in Australia. When beginning her search for this information, she thought of the Australian embassy and looked for its Web site. She explained the reasoning
behind her actions this way: ‘‘. . .it’s sort of the oﬃcial source, I guess, of information for people who are immigrating to Australia. I turned to it as a credible source, I guess, because it’s the oﬃcial line’’ (P24 A5). Embedded in her explanation is the very common heuristic that oﬃcial sources are credible sources. Ultimately, her
heuristic proved useful because she found the information she needed on the embassy’s Web site. In this example, the participant used heuristics in the process of information seeking to help her identify a resource that
was likely to be credible. As she interacted with that resource, nothing about it contradicted that prediction
of credibility derived from the heuristic. Along this same line, another participant explained why he trusted
information he found in the textbook for his Spanish class: ‘‘I didn’t have any reason not to trust it’’ (P10
A1). Thus, as long as the participants do not encounter any cues on the interaction level that contradict or
challenge their heuristics, they appeared to be fairly conﬁdent in their credibility judgments based solely on
heuristics.
Heuristics are sometimes formed around the roles that a source plays in the world. Librarian is one such
role which several participants perceived as a credible source of information. One participant’s search for ﬁction at her college library illustrates how this heuristic played out in relation to the interaction level. Not
knowing whether or not the library collection included popular ﬁction or how to ﬁnd it if it did, the participant
decided to seek help from the librarian. The participant explained: ‘‘Because she [librarian] works here so I
ﬁgured she knew how the system worked and where to ﬁnd it. I didn’t think she would direct me in the wrong
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area to ﬁnd something’’ (P12 A1). This example indicates that nothing about the interaction with the librarian
contradicted the heuristic, so the participant was able to keep her conﬁdence in the librarian’s credibility.
While heuristics are useful, they have their limits. When factors from other levels intervened, participants
deviated from heuristics. For example, one participant expressed heuristics that educational and non-proﬁt
Web sites are more credible than commercial ones. As he put it, .coms ‘‘might not be as reliable as the other
types, like .edu and .orgs. . .’’ (P11 A4). While this general rule of thumb might have been useful in guiding him
in previous information seeking activities, he made an exception in the case of searching for information about
bi-polar disorder for a paper he was writing. He turned to WebMD, a commercial health information Web site
saying, ‘‘. . .when you’re doing a research paper, try to stay away from the.coms because [they] might not be as
valid, but I just also assumed that WebMD would be pretty reliable’’ (P11 A4). In this example, interactions
with peripheral source cues on a commercial Web site inﬂuenced the participant to go against the heuristic and
to judge the WebMD site credible.
Another example from this study indicated how context could prompt participants to make exceptions to
the heuristics. As mentioned earlier, many participants ascribed credibility to textbooks assigned by professors. This heuristic was applied directly in two diﬀerent activities of one participant as she discussed the textbooks for her anthropology and astronomy classes. However, the context surrounding her art history class,
made her less trustful of the textbook:
[In] my art history class, my professor disagrees with the text book quite a bit, and there was this one
theory about art after the Black Death, like, saying how it changed. And that’s, like, our textbook went
along with this certain theory of art history. I don’t remember the name, but [the professor] was completely against it. She said, ‘‘Don’t read this. It’s not right.’’ So, for that class I know at least not to look
at the book for everything. You have to go to lecture (P05 A9).
This participant did not fully distrust the textbook; however she did not accept it without question as she
did for her other courses. She said that she needed to attend the lectures to know what information in the textbook she should believe and what she should not. Furthermore, her caution stemmed not from any cues on the
interaction level. That is, nothing about content, source, or book itself made her concerned about the credibility of information. Instead, the context in which the textbook was used inﬂuenced her credibility judgment.
5. Discussion
The purpose of this research is to develop a theoretical framework of credibility assessment in which people’s credibility judgments are extended across multiple media for a variety of information seeking goals and
tasks. Data from 24 in-depth interviews with college students seeking information through a variety of media
and channels for work, school, and personal interests were collected and analyzed in order to develop a framework of credibility assessment. This framework involves the three levels of credibility judgments: construct,
heuristics, and interactions, any or all of which may be involved in an attempt to assess the credibility of information encountered. Context emerged as an important factor that inﬂuences the three levels. This framework
also indicates that these multiple levels interplay with each other in shaping a person’s credibility judgments.
Previous credibility studies have tended to use the measures of credibility concept by presenting multiple
terms with which to study participants when examining credibility issues. To evaluate the credibility of newspapers, TV news, and online news, researchers have used measures such as fairness, accuracy, factuality, truthfulness, believability, completeness, precision, objectivity, lack of bias, trustworthiness, objectivity, depth,
informativeness (Bucy, 2003; Johnson & Kaye, 2000; Meyer, 1988; Newhagen & Nass, 1989; Salwen, 1987;
Sundar, 1999). It is, however, unclear whether these measures are predictors of perceived credibility or are
underlying dimensions of the credibility concept itself (Newhagen & Nass, 1989). Multiple constructs of credibility that characterize conceptualizations or deﬁnitions of credibility were identiﬁed: truthfulness, believability, trustworthiness, objectivity, and reliability. At least two interesting ﬁndings were noted. First, each person
seeming to possess his/her strong sense of what credibility means. Second, a person may have multiple constructs of credibility, with the construct being closely related to the type of information to be evaluated.
For instance, when the person evaluates news information, objectivity could be a more important construct
than others. When evaluating information from primary sources, reliability may play an important role for
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credibility constructs. With health information, for instance, the question of whether people can trust the
source of information would be more important than any other constructs. The framework herein indicates
that linking the constructs of credibility with types of information will be a useful direction for future research
in credibility.
A few researchers (e.g., Flanagin & Metzger, 2000; Sundar, 2007), have paid attention to the heuristics of
credibility assessment lying behind general credibility perceptions. The present study contributes to the literature of credibility by identifying the role that heuristics plays in credibility judgments. As general rules of
thumb or principles for evaluating information, heuristics help people to judge information credibility somewhat intuitively while retaining some consistencies across diﬀerent information seeking and use situations. For
example, as people develop heuristics about certain digital media, they may not need to examine various characteristics of information objects or sources at the interaction level in order to evaluate the information they
encounter. Similarly, if people hold heuristics about the aesthetic aspects of Web sites, they tend to apply these
heuristics across various Web sites.
Most previous credibility research has focused on cues on the interaction level (e.g., Fogg et al., 2001, 2003;
Hong, 2006; Rieh, 2002). The results of this study show that credibility judgments taking place when interacting with speciﬁc cues are aﬀected by credibility judgments made on the other two levels. For instance, a person
may have heuristics that the information issuing from commercial Web sites is not credible compared to that
issuing from government or educational Web sites. However, when the content is read carefully, the person
may trust the information from commercial sites as sounding credible. Once the person gains this experience,
it would become a heuristic that may be used in future credibility assessments. The ﬁndings also imply that
people’s perceptions of context inﬂuence credibility judgments on the interaction level in fundamental ways
that go beyond the appearance, source, and content of information.
This study’s ﬁndings reveal that credibility is not viewed as an absolute attribute of information or sources.
Rather, credibility is seen as relative to the social context in which information seeking is pursued and credibility judgments are made (Rieh & Hilligoss, 2007). Awareness of the boundaries of credibility assessment
helps participants to determine their selection of resources by ﬁltering out stimuli in the information seeking
process. The contextual factors also inﬂuence credibility assessment by ‘‘bounding’’ or otherwise limiting the
information use environments.
6. Conclusion
Given that this framework was developed from a qualitative study of 24 participants, the ﬁndings need to
be discussed with caution. Nonetheless, the unifying framework provides a fruitful initial base with which to
understand better the multiple-layered and complex nature of credibility assessment for future research on
credibility. This article contributes to the understanding of credibility in three distinct ways.
First, credibility judgments can be understood by taking into consideration multiple levels from construct
to heuristics and interaction that go beyond focusing on cues for assessment. The cues that people rely on to
make credibility judgments have been the focus of much credibility research because these cues are easily
observed by researchers and discussed by study participants. However, the framework herein suggests that
credibility assessment needs to be understood beyond the level of interaction, by incorporating much broader
perspectives given that people also make credibility judgments in their process of developing constructs, relying on heuristics, and considering contexts.
Secondly, this research has implications for methodology when investigating credibility. Credibility assessments are often made internally, and it might prove diﬃcult for many people to articulate their cognitively
processed judgments. The methodology used in this research took a naturalistic approach in which participants were asked to keep track of their information seeking activities in diaries. In the interviews, questions
were primarily asked about information seeking resources selected and strategies taken. That is because credibility judgments are embedded in the information seeking process as people tend to judge the value of credibility implicitly when deciding where to ﬁnd information and what to select.
Third, the framework herein demonstrates the importance of understanding credibility across multiple
media and information resources. The ﬁndings indicate that participants relied on multiple types of media
and resources within one information seeking episode. More importantly, they often preferred to make credPlease cite this article in press as: Hilligoss, B., & Rieh, S. Y. , Developing a unifying framework of credibility ...,
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ibility judgments by comparing the information retrieved from diﬀerent resources. Thus, rather than focusing
on credibility issues on the Web, in online news, or in electronic scholarly journals, for example, credibility
should be investigated by taking into consideration multiple kinds of information media and resources that
people are likely to use for their information seeking processes.
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Digital Media and Youth: Unparalleled Opportunity
and Unprecedented Responsibility
Andrew J. Flanagin and Miriam J. Metzger
University of California, Santa Barbara, Department of Communication

With the sudden explosion of digital media content and access devices in the last generation,
there is now more information available to more people from more sources than at any time
in human history. Pockets of limited availability by geography or status notwithstanding,
people now have ready access to almost inconceivably vast information repositories that
are increasingly portable, accessible, and interactive in both delivery and formation. Basic
human activities have changed as a result, and new possibilities have emerged. For instance,
the process by which people locate, organize, and coordinate groups of individuals with
shared interests, the number and nature of information and news sources available, and
the ability to solicit and share opinions and ideas across myriad topics have all undergone
dramatic change as a result of interconnected digital media.
One result of this contemporary media landscape is that there exist incredible opportunities
for learning, social connection, and individual entertainment and enhancement in a wide
variety of forms. Indeed, recent evidence indicates that 45 percent of users in the United
States say that the Internet played a crucial or important role in at least one major decision
in their lives in the last two years, such as attaining additional career training, helping
themselves or someone else with a major illness or medical condition, or making a major
investment or financial decision.1 Enhanced connectivity and information availability have
changed not only what people know, but how they know what they know.
However, the wide-scale access and multiplicity of sources that ensure vast information
availability also make assessing the credibility of information extremely complex. The origin
of information, its quality, and its veracity are now in many cases less clear than ever before,
resulting in an unparalleled burden on individuals to locate appropriate information and
assess its meaning and relevance accurately. Doing so is highly consequential: assessing
credibility inaccurately can have serious social, personal, educational, relational, health, and
financial consequences. As a result, determining trust, believability, and information bias—
key elements of credibility—become critical as individuals process the information in their
lives gleaned from digital media.
Understanding credibility in this environment is also important because it is a concern that
cuts across personal, social, and political domains. For instance, digital media increasingly
deliver information that results (or fails to result) in an informed citizenry that, in turn,
drives the pursuit of particular social agendas, the degree and nature of engagement in public
discourse, and the determination of public policy.2 In addition, in light of the prevalence of
interactions with others that now routinely occur online, personal and social identity is often
established and known primarily or exclusively through computer-mediated interactions.3

6

Digital Media, Youth, and Credibility

Thus, the credibility of information sources is no longer necessarily a function of sustained,
face-to-face interaction, nor is it established solely through the endorsement of those whom
one knows personally or directly. Nonetheless, source credibility remains a key component
of persuasion, with decision-making implications ranging from consumer choices to political
candidate selection.
Contemporary youth are a particularly interesting group to consider with regard to credibility today. In many ways, this generation (demarcated roughly by birth around 1980, give
or take a few years) is different from any before in its relationship to information technology,
and also in its relationship to information sources.4 Known variously as “The Millenials,”5
the “Net Generation,”6 “Digital Natives,”7 and “Generation Y,”8 members of this generation
share the feature of having been immersed in an environment of digital technologies (e.g.,
computers and the Internet) for their entire lives. They have been described, for instance,
as “digital natives in a land of digital immigrants” whose experience with digital media has
led them to have “new and different expectations about how to gather, work with, translate,
and share information.”9 Compared to their elders, they are more likely to turn to digital
media first when researching a topic for school or personal use, to read news on the Internet
than in a printed newspaper; and to use online social network tools to meet friends and to
find information. In other words, the primary sources of information in their world are often
(although not exclusively) digital, which is quite different from any generation prior.
Their special relationship to digital media greatly influences the way they approach learning and research.10 As the first generation to grow up with interactive digital media, millennials are comfortable with collaborating and sharing information, and do so “in ways that
allow them to act quickly and without top-down direction.”11 This, of course, has profound
implications for credibility construction and assessment. The interactivity afforded by digital
media has set up an expectation among many young people to play roles of both information source and receiver simultaneously as they critique, alter, remix, and share content in
an almost conversational manner using digital media.12 Here again, the implications of the
uses of technology that are favored by young people present new and different challenges
for both discerning and learning to create credible information.
Nonetheless, despite these realities, examinations of youth and digital media have often
been somewhat crude, focusing for example on the popular generation gap caricature, where
youth are portrayed as technologically adept compared with adults. Such considerations fail
to focus on the most important and enduring by-products of heavy reliance on digital media:
The impact of “growing up digital”13 is that more and more of the information that drives
our daily lives is provided, assembled, filtered, and presented by sources that are largely
unknown to us, or known to us primarily in nontraditional ways. Yet, we have only begun
to explore what this means, particularly for younger users who are not only immersed in
digital media now but will be for the entirety of their lives.
In terms of credibility specifically, youth are also intriguing in large part due to the tension
between their technical and social immersion and skill with digital tools and their inherent
limitations owing to their limited development and experience. On the one hand, those who
have literally grown up in an environment saturated with digital media technologies may be
highly skilled in their use of technologies to access, consume, and generate information. This
view suggests that in light of their special relationship to digital tools, youth are especially
well positioned to navigate the complex media environment successfully. On the other hand,
youth can be viewed as inhibited, in terms of their cognitive and emotional development,
life experiences, and familiarity with the media apparatus. This perspective suggests that
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although youth are talented and comfortable users of technology, they may lack crucial
tools and abilities that enable them to seek and consume information effectively.14
As a way of beginning to understand the complex relationship between credibility, digital media, and youth, we proceed by first defining credibility after situating it in relation
to allied terms and concepts. With this background, we consider credibility in the digital
media environment, and examine the various credibility assessment strategies in use today,
particularly those relying on group and social engagement. From there, we consider why
credibility is worthy and important as a topic of inquiry, including what is and is not new
about credibility in the context of digital media. Next, we examine the major issues with
regard to credibility and, in particular, what special concerns arise for youth populations.
Finally, we offer some perspectives of scholars, educators, and, most important, youth regarding credibility, and with this context we examine the research, policy, and educational
implications. We conclude by considering the gaps to be filled in credibility research and providing recommendations for practitioners of all kinds who are affected by youth, credibility,
and digital media.
Credibility Origins, Definitions, and Current Issues
Origins of Credibility Research
Scholarly interest in credibility dates back to Aristotle’s writings on rhetoric and his notions
of ethos (appeal based on the character of a speaker; e.g., reputation), pathos (appeal based
on emotion; e.g., fear appeals), and logos (appeal based on logic or reason; e.g., the content
of a speech). According to Aristotle, all three were necessary to be trustworthy,15 although
in his view credibility was mainly in the speaker and his or her ability to relate to different
audiences. Ethos was thus “the communicator’s ability to inspire confidence and belief in
what was being said,”16 and high-ethos speakers were considered fair, trustworthy, sincere,
reliable, and honest.
Source credibility was addressed in earnest during the twentieth century by psychologists
interested in studying persuasion, largely as a response to propaganda efforts during the
World Wars. The “Yale Group,” led by social psychologist Carl Hovland, defined credibility
as expertise and trustworthiness and, for the first time, drew a distinction between source
credibility, message credibility, and audience credulity.17 In contrast to Aristotle’s view, they
suggested that credibility is a receiver-based construct and is determined by the acceptance of
a speaker by the audience. The Yale group conducted numerous studies of source credibility
as it pertained to persuasion and attitude change and identified the major components of
what it means for a source to be perceived as credible by an audience. This work spurred a
large body of research looking at both “source” and “message” credibility—characteristics of
speakers and characteristics of messages or information.
The next major interest in credibility research came from professional rather than academic
concerns. As television diffused widely in the 1950s, subscription rates for daily newspapers
started to sag. As a result, newspaper professional organizations became interested in the
perceived credibility of newspapers versus television (i.e., “media credibility”). The major
finding in this domain was that the more people relied on a medium for news—television
or newspapers—the more credible they believed that medium was.18
The study of credibility was resurrected in the late 1990s by the emergence of the Internet,
the Web, and academic (psychology, communication, persuasion) and professional (news,
e-commerce) concerns surrounding these technologies. In this domain, the Internet and
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Web conflate notions of source, media, and message credibility, which formerly have been
treated as rather distinct, or at least addressed largely separately.19
Defining Credibility
There exists no one, clear definition of credibility that has arisen from this heritage. Rather,
the overarching view is that credibility is the believability of a source or message, which
is made up of two primary dimensions: trustworthiness and expertise. Some secondary dimensions include source dynamism (charisma) and physical attractiveness, for example.
Moreover, the two primary dimensions (trustworthiness and expertise) have both objective
and subjective components. That is, trustworthiness is a receiver judgment based primarily
on subjective factors. Expertise can be similarly subjectively perceived but includes relatively objective characteristics of the source or message as well (e.g., source credentials or
information quality).
The study of credibility is highly interdisciplinary, and definitions are also somewhat fieldspecific. For example, communication and social psychology treat credibility as a perceptual
variable: credibility is not an objective property of a source or a piece of information; instead,
it is a subjective perception on the part of the information receiver.20 Thus, this perspective
emphasizes audience perceptions of credibility rather than the objective credibility of a source
or piece of information. Information science perspectives, by contrast, view credibility as
more of an objective property of information given that field’s focus on defining credibility in
terms of information “quality,” which is how useful, good, relevant, reliable, accurate, and so
forth some information is for a specific purpose. Thus, one key disciplinary distinction is that
while psychology and communication tend to focus on source credibility, information science
focuses instead on message or information credibility. Nonetheless, these distinctions are not
perfectly clean. For example, source credibility is often a criterion for judging information
credibility. Furthermore, researchers variously study the objective characteristics that make
some source or piece of information worthy of being believed (e.g., a source’s qualifications or
how “good” a piece of information is compared to some accuracy metric), while others study
what characteristics make sources or information likely to be believed by audience members
(e.g., the attractiveness of a source or the congruence of some message with the receiver’s
own point of view).
Moreover, the notion of credibility is allied closely with several concepts, including trust,
reliability, accuracy, reputation, quality, authority, and competence. Although several of
these concepts include both of the core dimensions of credibility, some seem to more closely
resemble the trustworthiness dimension (e.g., reputation, reliability, trust), while others seem
to tilt toward the expertise dimension (e.g., quality, accuracy, authority, competence). It is
beyond the scope of this discussion to elucidate the complex and intricate relationships
between these concepts, but Rieh and Danielson21 provide a useful discussion of this issue.
Understanding Credibility in the Digital Media Environment
Many studies of credibility of Web-based information rely in some form on the traditional
distinctions of source, message, and medium credibility. Source credibility has conventionally
considered characteristics of persuasive sources (traditionally, speakers), primarily expertise
and trustworthiness, but also dynamism, composure, sociability, liking for the source, and
similarity to the source.22 Conceiving of Web sites as sources that engender greater or lesser
credibility has shown that it is possible to translate several components of source credibility
to the Web environment. Specifically, expertise may be communicated through the accuracy
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and comprehensiveness of a Web site’s information, its professionalism, and its sponsor’s
credentials.23 Trustworthiness is associated with a Web site’s integrity as demonstrated by
its policy statements, use of advertising, professionalism, and firm or author reputation.24
Attractiveness and dynamism, or how “entertaining” a site is, may be reflected in the site’s
use of colorful graphics, interesting content, or interactive features.25 Finally, differences
exist across Web content “sponsors”: institutional Web sites are perceived as more credible
than other types, for example, commercial, advocacy, and personal Web sites.26
Message credibility typically examines how message or information characteristics influence perceptions of believability. Major dimensions of message credibility include message
structure, content, language, and delivery.27 Although little research has directly addressed
message credibility online, Internet users report very similar criteria in judging online and
offline information.28 Aspects of message content such as accuracy, use of evidence and
citations, comprehensiveness, and currency have been shown to affect perceptions of the
credibility of information online.29 Moreover, Fogg et al.30 found that structural characteristics of online messages, such as their organization (or navigability), and message delivery
elements, like the presence of typographical errors, affect credibility assessments. Looking
across the literature, several message attributes appear to affect credibility perceptions of
messages when they appear online.
Finally, studies of media credibility focus on the relative credibility or believability of various media channels through which a message is sent. Cross-media comparisons have sought
to assess the credibility of digital media relative to other communication channels, with
mixed results. While some studies have found that traditional mass media (e.g., newspapers) are perceived as more credible than the Internet and Web,31 others have found the
opposite results32 or have found no differences between traditional and digital channels
of information.33 Overall, research in this area indicates that although the Web is largely
considered an equally credible source of information as compared to traditional venues, it
may be perceived as more credible among those who are particularly motivated to seek out
specific types of information and who may rely on the Web to a large extent.34
While conceptually tidy, Chaffee35 argued that various dimensions of credibility overlap,
and that many information consumers do not distinguish, for example, between the source of
a message and the channel through which they receive the message. This type of convergence
is especially pronounced in today’s media environment that offers an astonishing amount
of information, across various media, from a vast array of providers. Moreover, perceptions
of credibility vary from person to person and between various media; digital media venues
such as Web sites are themselves moving targets, constantly changing and evolving; users
are also evolving, with regard to their experiences, capabilities, and the media environment
in which they mature; and, there are many levels of analysis consider. For example, it makes
sense to measure the credibility of the Web as a medium of communication, various forms or
tools of Internet communication separately (e.g., Web sites, blogs, e-mail), entire Web sites,
particular information or messages on a Web site, a site operator (e.g., nytimes.com), or
individual authors of information (e.g., former New York Times reporter Jayson Blair). Thus,
source, message, and medium credibility are overlapping concepts in many instances, and
research designs that do not always enable clear distinctions among these factors complicate our current understanding of online credibility. Overall, such factors underscore the
complexity of credibility in the current media environment.
Indeed, making sense of credibility today requires accounting for the various types of
digital media and forms of information currently available, in order to understand how
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individuals assess both information and source credibility, and how each of these influences
the other. To date, however, research examining the credibility of information people obtain
via digital media has primarily examined the perceived credibility of Web sites, as opposed
to considering the full range of available digital information resources (e.g., e-mail, blogs,
text messaging), and has tended to emphasize how individuals assess credibility in isolation,
rather than considering group and social-level processes. Yet, in addition to commercial,
informational, and other Web sites produced by organizations or individuals, blogs, wikis,
social networking sites, and other digital media applications—linked across a wide variety of
devices—constitute a significant portion of today’s media environment. In fact, these tools
may be especially popular among younger users.36 It is crucial, therefore, to consider what
new and emerging types of credibility and credibility assessment are implicated in these
media tools.
To highlight this, we next propose a categorization of credibility construction, which is
leveraged to draw attention to the range of relevant credibility assessment strategies available
to information consumers today. This approach is intended to provide a way to organize and
consider the diverse means by which information consumers understand, approach, and
assess credibility in the contemporary digital media environment.
Contemporary Forms of Credibility and Credibility Assessment
A hallmark of the digital media environment is the ability of individuals to connect to one
another more easily owing to reductions in the costs of communication and information
sharing. Nonetheless, the majority of research on online credibility considers individuals
largely as isolated appraisers of credibility, rather than as networked actors engaged with
others. Group and social engagement, however, are crucial to credibility construction and
assessment, and are likely increasingly important to younger user groups, which are the first
to mature with a full appreciation of the potential of networked environments.
Processes of social endorsement—a fundamentally network phenomenon—have always
been central to credibility. In communities where individuals and other entities are relatively
well known to one another, a small number of endorsements can serve to effectively establish
credibility. However, in large, relatively anonymous environments, personal connections
become more tenuous. In these instances, credibility may be constructed by members of
informally bounded groups of individuals who have some form of firsthand experience with
the target under scrutiny, which can range from individuals, to products, to organizations
or institutions, to which they lend their endorsement. In essence, endorsed credibility in
the digital media environment compensates for the relative anonymity of tools like the Web
with the sheer volume of users, at least some of whom have had private experiences that
they make public via communication networks. The means of sharing these assessments can
take many forms, resulting in several variants of credibility, most notably conferred, tabulated,
reputed, and emergent credibility.
Credibility may be conferred on some information or its source when well-regarded
entities, such as organizations, agencies, or associations, produce or recommend things
like information repositories or service providers to information consumers. For example,
libraries and teachers confer credibility on the information databases they make available to
their patrons and students,37 and doctors confer credibility on the sites they recommend to
patients.38 Similarly, organizations confer the credibility of their “preferred vendors,” and
the Better Business Bureau confers credibility on those businesses that adhere to their standards of conduct. In such instances, entities establish credibility by leveraging their expertise
to approve a resource.
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Of course, the effectiveness of conferred credibility rests on the referring entity’s widely
recognized, positive reputation that alleviates users’ skepticism. However, if users fail to
recognize relationships between sources and recipients of conferrals that might compromise
credibility, conferred credibility may be earned falsely. For example, the search engine Google
currently provides a number of sponsored links, for which Google has been financially
compensated, that appear on each page of search results. Research shows, however, that the
majority of users is unaware of the sponsored status of such links and views these resources
as equivalent to the remainder of search results shown.39 In this case, Google has conferred
its credibility to the sponsored links, if not intentionally than at least functionally, in light
of users’ ignorance of the preexisting sponsorship model. Similarly, hyperlinks among blogs
and Web pages of similar content might indicate a presumed endorsement when instead the
linkage might be based simply on shared topical interest.
Tabulated credibility relies on peer rating of some dimension of an individual, organization,
transaction, opinion, or product that is subsequently tallied to provide an omnibus rating
score. For example, the online auction site eBay.com relies on its members to rate others
with whom they have engaged in a transaction, in order to mitigate the considerable risk
involved in such financial transactions by enhancing trust, or the “perception of the degree to
which an exchange partner will fulfill the transactional obligations in situations characterized
by risk or uncertainty.”40 Several studies have demonstrated that tabulated group-based
credibility rating systems such as the one used by eBay are consequential for users: indicators
of positive reputation can result in higher bid prices, more bid activity, items that are more
likely to sell, and fewer problematic transactions41 and indicators of negative reputation can
result in lower bid prices or fewer bids.42
Tabulations may also emerge from individuals who interact with one another indirectly.
For example, amazon.com provides not only a venue for users to rate their experiences with
products and retailers, but also provides means by which users can assess reviews provided by
fellow Amazon users. In this manner, those providing reviews earn a reputation over time as
being (non)credible information sources. Importantly, such reputational ratings demonstrate
the complexity of the concept of credibility: reputation differs from credibility inasmuch as
one can potentially be highly credible, but yet have a negative reputation.
Tabulation procedures can also be fairly complex. The online forum slashdot.org, for
instance, provides a sophisticated group-based credibility tool to rate its users, their posts,
and content provided by and to members. Especially active and valued members are given
“moderator” status, whereby they can edit conversational strands and rate contributions to
the forum. Moderators rotate over time and are selected from among good contributors,
defined by their “karma,” which is assigned based on an assessment of “good” versus “bad”
posts to the forum. Although complex, this system appears to be effective among slashdot’s
approximately 700,000 users. From the user’s perspective, the ability to aggregate ratings from
known or unknown others widens the range of social input that information consumers can
use to judge credibility in a way that was not possible before the appearance of networked
digital media.
Reputed credibility is also a form of endorsement that is perpetuated through personal and
social networks.43 A good reputation is a powerful mechanism for persuasion. Individuals
may not even be able to recount the origins of their reputational credibility perceptions of
various sources, relying on general recollections rather than specific information or on subtle
cues conditioned over experience and time. In this manner, information consumers might
widely recognize and understand differences between the New York Times and New York
Post, for example, in both their print and online forms. Indeed, studies show evidence that
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information seekers rely on reputational cues gleaned from their social networks as a primary
means of assessing credibility online.44 Accordingly, sources strive to construct credibility by
establishing a good reputation and perpetuate that reputation through social networks. In
addition, there is evidence for “credibility transfer,” where “recipients use the credibility of a
medium or media product as a (heuristic) indicator for the credibility of a single news story or
programme.”45 In this manner, credibility transfer can occur both between different media
(e.g., from the New York Times printed version to NYTimes.com) and within a medium (e.g.,
from a credible Web site such as CNN.com to a story residing on that site).
Finally, emergent credibility also arises from group and social engagement. Several online
venues including wikis, social networking sites, and many other applications now provide
vast information repositories created by largely self-coordinating individuals, rather than
by a central organization. The result is that credibility can sometimes be an emergent phenomenon that arises from a pool of resources, achieved through a system of open access
to all. Emergent credibility is at the core of Lankes’s46 “reliability approach” to credibility
and Eysenbach’s47 discussion of “apomediaries” as the new arbiters of credibility, particularly among youth who are at ease with social uses and applications of digital media.48
Wikipedia.com, the vast online encyclopedia with over one million entries provided entirely
by individual users, is a prime example of emergent credibility. Indeed, a direct comparison
of the accuracy of science entries in Wikipedia and Encyclopedia Brittanica revealed very few
differences.49 Ultimately, credibility through emergence draws attention to crucial elements
of credibility assessment: in such environments, users would be wise to consider issues of
bias, source identity, and perspective as they navigate resources provided collectively by
multiple interested parties.
Concerns about Credibility and Digital Media
Concerns about the credibility of sources and information certainly pre-date the advent of
digital media. The need to teach young people to critically appraise information has long
been a part of educational efforts, under various monikers such as literacy training and critical
thinking.50 In many ways, the core skills and issues in this domain are the same today as
they were before the recent rise in digital technologies. As argued elsewhere, digital media
have not so much changed what skills are needed to evaluate the credibility of information
as they have changed the need for people to know how and when to exercise those skills.51
Digital media do, however, present new challenges for information consumers, and have
in many ways shifted the burden of information evaluation from professional gatekeepers to
individual information consumers. Accordingly, several scholars have addressed the question
of what is new about digital media that makes the need for effective critical evaluation more
pressing today.52 This discussion focuses on why digital media present special problems
with regard to credibility and credibility assessment, including the quantity and access of
information afforded by digital media technologies, the lack of gatekeepers and quality
control standards, source and context ambiguity, convergence of information and media
channels, disintermediation, and shifting norms and expectations for information retrieval
and processing. These functions are examined next.
Special Circumstances of Digital Media and Credibility
Today, few question the notion that digital, networked media have profoundly changed the
information landscape, as well as the means of social interaction. Perhaps the greatest change
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is that digital media have provided access to an unprecedented amount of information
available for public consumption. Until recently, the enormous cost and complexity involved
in producing and disseminating information limited the number of information providers,
who generally had substantial financial investment in the media apparatus.53 Network and
digitization technologies, however, have lowered the cost of information production and
dissemination, thus increasing the sheer amount of information available. Indeed, the adage
“On the Internet, anyone can be an author” is largely true, barring, of course, a few wellknown caveats about cost and access to technology.
The combination of the vast quantity of and accessibility to digitally stored and transmitted
information has prompted concerns about its credibility because, as Rieh and Danielson54
argue, this combination creates greater uncertainty regarding both who is responsible for
information and, consequently, whether it can be believed. Two important and related issues
are the nature of gatekeeping in the digital media environment and the level of ambiguity
surrounding both the source and context of information.
Several scholars have pointed out that information posted on the Web may not be subject
to filtering through professional gatekeepers and, as a result, digital information may be more
prone to being poorly organized, out of date, incomplete, or inaccurate.55 Others have noted
that digital media sometimes lack traditional authority indicators such as author identity or
established reputation.56
Indeed, source information is crucial to credibility because it is the primary basis on which
credibility judgments are thought to rest. At the same time, however, “source” has become
muddled as media shifted from analog to digital forms.57 There are several ways in which
the source of information is problematic in the digital media environment. In some cases,
source information is unavailable, masked, or entirely missing from a Web site, chat group,
blog, wiki, and so on. In other cases, source information is provided, yet hard to interpret,
such as when information is coproduced; re-purposed from one site, channel, or application
to another; or when information aggregators display information from multiple sources
in a centralized location that may itself be perceived as the source. These technological
features create a kind of “context deficit” for digital information.58 Moreover, the hyperlinked
structure of the Web contributes to this deficit by making it psychologically challenging for
users to follow and evaluate various sources as they move from site to site. Research by
Eysenbach and Kohler,59 for example, showed that source and message information become
confused or disassociated in users’ minds almost immediately after performing searches for
medical information online.
Concerns about credibility within the digital media environment also stem from the fact
that there are few standards for quality control and evaluation. There are no universal standards for posting information online, and digital information may be easily altered, plagiarized, misrepresented, or created anonymously under false pretenses. The malleability and
dynamic nature of digital information exacerbate potential problems of information reliability, given that the alteration of digital information is difficult—if not impossible—to detect.
In addition, the global nature of the Web makes it challenging to enact standards for quality
control in the form of government regulation.60 Finally, there is greater ambiguity about
how to evaluate digital information owing simply to the relative newness of these channels
of information that, in turn, makes the lack of standards for information presentation and
evaluation more significant in comparison to traditional media.61
Another reason that the credibility of digital information may be suspect relative to more
traditional media is due to channel convergence and conflation of content types afforded
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by digital technologies. Some have suggested that visual and other types of distinctions
that were once clear between, for example, information and commercial content are not so
easily distinguished in the digital environment.62 Examples include sponsored and unsponsored links on search engine result pages and ads embedded in Web page content. Indeed,
Burbules63 has suggested that because information is presented in a similar format on Web
sites, a psychological “leveling effect” is created that puts all information on the same level
of accessibility and, thus, all sources on the same level of credibility.
In the extreme, “spam” messages (unsolicited or inappropriate messages often used for
mass commercial advertising) create instances where individuals lack knowledge of the
sender, although peripheral cues can serve to inform credibility evaluations. Less obvious,
however, are other hybrid e-mail forms. “Phishing” techniques (e-mail messages from presumably known sources that are designed to entice individuals to visit fraudulent Web sites)
are designed to appear credible in order to elicit individuals to provide personal data such as
bank account information, and have been shown to be very effective, in spite of widespread
knowledge of such techniques.64 In addition, as “viral” e-mails are forwarded from one person to another, the content of the message can sometimes be so thoroughly divorced from
its source as to make evaluation nearly impossible. Interestingly, spam, phishing, and viral
e-mails can be viewed as attempts to construct credibility by capitalizing on users’ perceptions of the credibility of the e-mail medium, which is derived in large part by its highly
personal nature, as most e-mail communication takes place between parties known to one
another.
Finally, digital media prompt increased concern about credibility by elevating the negative consequences of misinformation for consumers. As part of their efforts to economize,
organizations are migrating more and more critical information to the Web, or making such
information accessible exclusively via digital means.65 Digital media have thus enhanced
both capabilities and expectations for people to be more self-serving and self-informing.
Individuals are now encouraged or expected to do everything from choose between medical
treatment options, decide on retirement benefits and investment options, book airline reservations, and select and register for college courses entirely on their own, using information
provided via digital media rather than interacting with live agents, experts, or customer service representatives. This trend toward “disintermediation” enabled by digital media raises
the stakes for consumers to be able to locate and discern credible information online.66
Overall, while it is true that these characteristics and realities of digital media may not
have changed the basic skills needed for credibility assessment, they certainly have changed
the need to assess credibility, the frequency with which to do so, and the strategies that may be
useful and available to assess information and its source. As Burbules67 notes, “conventional
methods for assessing credibility may not be feasible on the Web because of its speed, complex
features and link structure, and lack of referencing and organizational conventions.”68
Youth, Credibility, and Digital Media
Digital media present special credibility issues for youth. To date, however, the vast majority
of research on credibility has focused on news, health/medical, and commercial information,
which are often assumed to be “adult” topics, or at least topics that are of more interest to
adults. Consequently, extremely little research has focused on credibility and youth, in spite
of the fact that youth are avid information seekers across many domains of information,
whether for class assignments or personal use.69 It may be the case, however, that youth seek
different types of information using digital media than do adults. For example, Eysenbach70
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points out that while adults often seek medical information about treatments or disease,
youth are more likely to seek information on health (e.g., fitness, dieting) or sexuality.
The credibility of information obtained via digital media is important for youth, however,
not only because they are active information seekers but also because there are some key
differences between youth and adult information seekers in general, and specifically in their
information-seeking goals. Compared with adults, for example, youth tend to be relatively
heavily immersed in digital media by virtue of growing up in an environment saturated
with these tools.71 There is also evidence that youth access an equal or greater proportion
of information via digital media than do adults, suggesting that they may find using these
tools to locate information more natural compared with adults.72
Indeed, librarians and educators around the country have commented on a significant
decline of (physical) library patronage since the appearance of the Internet and searchable
databases.73 Martell documents these trends with statistics across various university libraries,
showing corresponding declines in physical library usage with increases in remote, virtual
usage.74 Beyond locating information for academic purposes, youth also rely heavily on
digital media for other informational purposes on a daily basis, using a wide array of digital
media technologies such as social networking Web sites, chat groups, interactive games,
cellular telephones, e-mail, and text messaging to do so.75
Such heavy reliance on digital media could also be a consequence of the fact that youth
may perceive greater social pressures to use digital media in ways consistent with their
peers than do adults. Recent studies demonstrate that social and group-based applications of
digital media, such as social networking sites, are extremely popular among young people,76
and youth may feel greater desire and opportunity to expand their social connections and
locate opinion leaders via these media, thus perhaps taking better advantage of opportunities
for “emergent credibility” construction and assessment, as discussed earlier. At the same
time, however, youth may also perceive less risk of disclosing personal information while
using these applications, because they might think of themselves as having less financial
and identity consequences at risk than adults. This presents complex credibility issues with
regard to discerning the trustworthiness of some person with whom one is interacting via
these media that are not unique to youth, but could be more pressing and widespread for
this population.
Children’s relative lack of life experience as compared to adults may also put them at
greater risk for falsely accepting a source’s self-asserted credibility, since such assessments
are based on accumulated personal experience, knowledge, reputation, and examination of
competing resources. As a group, youth have fewer life experiences to which they might
compare information than do most adults. In addition, youth may not have the same level
of experience with or knowledge about media institutions, which might make it difficult
for them to understand differences in editorial standards across various media channels and
outlets compared with adults who grew up in a world with fewer channels and less media
convergence. As a consequence, some youth may not have the same level of skepticism
toward digital media as adults do, because these media are not seen as “new” to younger
users who cannot remember a time without them.
Specific instantiations of digital media technology may also pose particular credibility
challenges for children, who possess less knowledge, experience, and skepticism than adults.
E-mail serves as a good example. In the case of spam, younger children in particular might
blindly transfer their perceptions of e-mail as a personal, credible medium and therefore not
fully appreciate the sender’s commercial intent. Similarly, children may not have sufficient
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knowledge to be appropriately skeptical of phishing techniques or viral e-mail messages that
make it difficult to determine the true message source and purpose. Also, differences in life
experience may affect youth’s ability to appropriately understand newer forms of credibility
construction and assessment discussed earlier. Specifically, both “reputed” and “conferred”
credibility rest on users’ familiarity with the reputation of a particular source or conferring
agent, a familiarity that many children may not possess. Furthermore, it may be difficult
for children to grasp the often complex relationships between sources and recipients of
credibility conferrals, such as the meaning of “sponsored links” in a Google search result page.
Beyond experiential differences, children differ from adults in their cognitive development. As described by Eastin,77 there are clear differences between children and adults, and
between younger and older children, in cognitive skill acquisition that may have important
credibility implications. Youth, particularly younger children, may be more susceptible to
digital misinformation and less able to discern credible from noncredible sources and information than are adults who are more cognitively advanced. Evidence shows that young children have a hard time distinguishing commercial from noncommercial information within
the broadcast medium,78 a task that can only be more difficult given trends toward channel convergence and conflation of types of information in the digital media environment
discussed earlier. Other credibility “aids” that may be effective for adults may be ineffective for children who have not reached cognitive maturity. For example, a popular tool to
help people negotiate unfamiliar territory online is ratings and recommender systems. The
intricacies of such systems might be too difficult for younger children to grasp since these
systems can actually be quite complex. To take full advantage of ratings systems, for example,
users must weigh knowledge about the quality and quantity of raters, the context in which
ratings are proffered, and the specific tabulation system in place. This suggests that the
advantages offered by “tabulated credibility” may be lost on younger digital media users.
Differences in reliance, motivation for and patterns of use, experience, and development
notwithstanding, both children and adults face serious consequences of receiving unreliable
information from digital media sources. These consequences may, however, be somewhat
different for the two user populations. For adults, the financial or health ramifications of
making decisions based on bad or outdated information may be of primary concern, whereas
for children the consequences of misinformation may be more apparent in other realms, such
as in learning or physical safety. Learning and, by extension, grades are crucial concerns
for youth, given their importance as determinants of opportunities later in life. Ongoing
news reports of kidnappings and assault highlight the importance of children’s ability to
assess whether those to whom they disclose personal information via digital media really
are who they claim to be. In each case, the cost of assessing credibility inaccurately is highly
consequential for youth.
Although differences in experience and cognitive development suggest that there are substantial challenges for youth to assess the credibility of digital sources and information,
it is simplistic to conclude that youth are inherently disadvantaged compared with adults
when it comes to credibility assessment. These characteristics of youth audiences present
both challenges and opportunities. On the one hand, youth may be a particularly vulnerable audience because of their special characteristics. On the other hand, forms of credibility
assessment that rely on information to be spread efficiently through social networks (e.g.,
emergent credibility) highlight some intriguing advantages for youth populations, who are
often extremely interconnected compared to adults. In such instances, younger users may
actually be better equipped than adults to transmit information pertaining to an entity’s
credibility quickly and efficiently via their social networks.79
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What is safe to conclude is that youth’s high degree of immersion, coupled with areas
of naı̈veté, differences in cognitive development, and usage of digital media elevate the
importance of understanding credibility within this user population. A primary purpose
of this volume is, thus, a call to arms to researchers, educators, policy makers, and others
concerned with these issues to understand how youth think about credibility in the digital
media environment and to devise a plan to assist youth in finding and evaluating the
information that they need.
Perspectives on Credibility from Scholars, Educators, and Youth
Scholars, educators, and youth bring different perspectives about digital media and youth,
each informed by different concerns and foci. Collectively, these views combine to shed light
on a number of relevant issues; yet, it is worthwhile to examine each of these voices singly
as well.80
Scholars
Many intellectuals point out that digital media have changed not only people’s access to
information but also the ways in which we appraise information. Traditional notions of
credibility as coming from a centralized authority (e.g., a teacher, expert, or author) and individualized appraisal processes are challenged by digital technologies.81 Electronic networks
make it easier to rely on the collective to assess information. Credibility assessments constructed through collective or community efforts (e.g., wikis, text messaging via cell phones,
or social networking applications) emerge as a major theme in recent discussions, and phrases
like “distributed” and “decentralized” credibility, the “democratization of information,” and
“collectively versus institutionally derived credibility” are common. At core is the belief that
digital media allow for the uncoupling of credibility and authority in a way never before
possible. Digital media thus call into question our conceptions of authority as centralized,
impenetrable, and singularly accurate and move information consumers from a model of
single authority based on hierarchy to a model of multiple authorities based on networks of
peers.
For some, this change is scary while for others it is liberating. Indeed, there are two opposing reactions to the dangers posed by noncredible digital information. One reaction calls
for “protectionist measures” involving censorship and restricted access to online information (e.g., filters or restrictive policies), which necessarily rely on systems of hierarchy and
authority (e.g., portals and professional vetting of sites). For others, this shift is positive and
is seen as the “solution” to the credibility “problem.” This view advocates allowing greater
openness and freedom of information and is evocative of John Milton’s First Amendment
principle that the best way to counter bad speech is to allow more speech. In this view,
all perspectives should be allowed into the marketplace of ideas and, through that process,
“bad” (i.e., noncredible) ideas will ultimately be discredited and discarded.82
It is interesting that both views are evident in discussions of digital media and credibility.
Educational efforts have more often taken the protectionist approach, and have opted for
forms of censorship to shield students from potentially “bad” information online. Others
argue that censorship and filtering hamper students’ ability to learn to think critically about
the information they receive via digital media,83 and that collaborative filtering processes
made possible by digital networked technologies will solve many of the credibility problems
raised by digital technologies, as everything will be subject to unprecedented levels of peer
review via digital networks.

18

Digital Media, Youth, and Credibility

Educators
The notion that digital media are challenging our fundamental ideas about learning and
education is prevalent among teachers and librarians. Specifically, many educators argue
that digital, networked media provide new opportunities for students to learn from others in
a much less hierarchical and institutional way than ever before. Some go so far as to suggest
that schools and teachers are no longer needed since digital media enable students to access
and learn from the collective experience and intelligence of peers or communities. Of course,
this type of self-directed learning carries with it a greater burden for students to critically
evaluate information from these sources. The urgency with which educators speak of digital
literacy is exacerbated by their feeling that digital media have changed youths’ expectations
about information. They say that today, young people expect information to be available at
any time, instantly. Many educators feel this places greater burden on students to evaluate
the information they get online, presumably because they are processing more information
more quickly, and because source identity may be harder to discern online.
Some educators feel strongly that learning to assess the credibility of digital media and
information requires students to participate in the online communities from which they
seek information. Others feel that a critical component of digital literacy requires kids to
learn credibility assessment through digital media production, thereby teaching kids to be
“architects of credibility.” In other words, many feel that youth need to be taught how to
be “prosumers” (i.e., both producers and consumers) of digital media as a starting point for
learning credibility assessment.
Another, related theme is that educators need to find ways to support what kids are naturally doing with digital media and to leverage that into opportunities to teach critical
thinking. This likely involves developing new models for teaching and learning, but a problem is that most schools cast a wary eye on incorporating new forms of digital media into
the curriculum. One example is that most of youths’ favorite applications and uses of digital
media, including social networking applications, e-mail, cell phones, and e-commerce, are
banned in schools. In fact, most school policy toward digital media, as well as most media
literacy curricula, is based on the assumption that children are in need of protection from
vast amounts of misinformation online and other dangers lurking on the Web.84
Youth
In contrast to the other stakeholders, youth themselves do not seem to be terribly concerned
about credibility. What few empirical studies exist find that credibility is not a primary
concern to young people when using digital media,85 although two dimensions of minor
apprehension have emerged. First, youth report that they are concerned about the reliability/accuracy of information that they find and use in their schoolwork (i.e., information or
message credibility). Second, youth say that they are concerned about trusting people they
may meet in the virtual world. Neither of these concerns is surprising, given that academic
and social motivations prompt a good proportion of young people’s use of digital media. As
for solutions to the credibility “problem,” many youth indicate that it is up to each individual to use caution and take the necessary steps of cross-validation and background research
to verify digital sources and information. Whether they will rise to that challenge in every
situation is both unknown and unlikely.86
Perhaps the most consistent theme across all these stakeholders is that digital technologies complicate traditional notions of hierarchy and authority structures. The digital media
environment offers unprecedented flexibility, allowing kids to have more authority than
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adults in some realms on some topics, nonexperts to be more credible than experts in certain
circumstances, and unknown individuals to sometimes be more believable than the national
news media. Many believe that digital media are shattering traditional models of authority
and, as a result, credibility is being turned on its head. This upheaval suggests both problems
and opportunities that require going beyond polemics in thinking about these issues.
Conclusions and Directions for Future Inquiry
Theoretical development provides researchers and practitioners a better understanding of
the processes of credibility assessment that, in turn, aids them in devising strategies to help
people become better information consumers. Although research on credibility and digital
media to date has often neglected theory construction,87 important theoretical applications
and developments are currently emerging, many of which are represented in this volume.
In particular, researchers are beginning to recognize the role of context and motivation
in information searches and to incorporate this into models of credibility assessment.88 In
this regard, the application of dual processing theories, such as the Elaboration Likelihood
Model or the Heuristic-Systematic Processing Model,89 is particularly promising since these
theories can help explain differences in credibility assessment processes across a variety of
information-seeking contexts and situations.
With regard to youth specifically, theories of human development offer insight into the
special problems that young people of varying ages may face when assessing the credibility of
sources or information in the contemporary media environment. Eastin,90 for instance, notes
the cognitive developmental limitations that potentially inhibit youth of various ages from
discerning information source, intent, and therefore credibility appropriately. In this area,
the interdisciplinary nature of credibility research offers particularly exciting opportunities
for innovative theoretical developments.
Credibility assessment research is also starting to profit from information-processing theories, such as the Limited Capacity Model and others, that help to understand how people
evaluate and make decisions based on information they obtain from digital media.91 Rieh
and Hilligoss,92 for example, propose that individuals make predictive evaluations of the usefulness of information sources and information-seeking strategies based on their own experiences and refine these assessments over time. In this manner, people learn to reuse or avoid
information sources based on their verification of them. Similar to Sundar’s93 observation
that individuals heavily invoke cognitive heuristics in their credibility assessments, rather
than more laborious information-processing activities, such strategies result in increased
predictability and reduced cognitive effort. In contrast to cognitive heuristics, however,
predictive/evaluative strategies rely primarily on explicit and articulated social outcomes, as
opposed to largely implicit evaluations of technical features and inferred social cues formed
over time and experience. To gain the greatest benefit from information-processing models,
future work should combine both of these perspectives.
Eysenbach similarly argues that people’s evaluative strategies evolve with experience.94 He
proposes an iterative view of technology usage for credibility assessment whereby people
shift from relying on information “intermediaries” (sources that stand between information
consumers and pertinent information or services, such as librarians or doctors) to using
“apomediaries” (sources that mediate without standing in between consumers and pertinent
information or services, such as collaborative filtering via peers or technical tools) as they
gain knowledge and self-efficacy. To have the greatest traction, the specific circumstances
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under which apomediation might occur will need to be articulated and validated. Moreover,
as suggested by this view, the role of various group processes needs to be more fully expressed
in credibility research as well. As it stands, most research focuses on the cognitive processes
of individuals acting alone (although with tacit awareness of others) to assess the credibility
of information they get via digital media. To better reflect how people are increasingly using
digital media, the explicitly social, networked circumstances of credibility assessment need
to be addressed.
Nonetheless, experience with digital tools appears to be a necessary, although not sufficient, condition to take full and appropriate advantage of the many sources of information
accessed via digital media. For instance, the nearly automatic heuristic judgments learned
through interaction with digital media are honed through experience;95 accumulated experience can result in reliable information search results across various media;96 and Internet
experience has been shown by some to be positively related to assessments of the credibility
of Web-based information and to verification behaviors.97 Experience, however, should not
be confounded with expertise, nor should experience with Web technologies be equated to
life experiences. Each is consequential in its own way for youth determining the credibility
of online sources and information. For instance, technological experience alone does not enable individuals to discern credible from noncredible information (although it can help),98
nor can those without sufficient life experiences make sense of certain information dilemmas
they may confront online. As Eastin99 argues, youth are faced with rather complex cognitive
tasks online, and youth at different developmental stages are equipped to different degrees
to resolve these dilemmas effectively. Nonetheless, youth may enjoy certain advantages due
to their relative immersion in digital media, which might not yet be readily apparent. This,
of course, suggests a wealth of possibilities with regard to our understanding of credibility
assessment that can only be understood as data are collected over long periods of time. Indeed, as noted earlier, we have only begun to explore what “growing up digital” means for
media users who will be immersed in digital media for their entire lives.
From a practical standpoint, understanding the processes of credibility assessment among
youth is critical. Credibility is a cornerstone of people’s interactions, personal representation,
academic and professional performance, and democratic expression and choice. As more
delivery mechanisms become available, more information content migrates online, and
more of the world’s population is interconnected, it is crucial that individuals understand the
implications of their media environment and learn to assess credibility in ways appropriate
to their situational demands. This is especially significant for youth, who are uniquely and
simultaneously advantaged and disadvantaged by their relation to contemporary media
technologies.
Teaching youth about credibility assessment, then, must both make use of their existing knowledge of contemporary technologies and address their outstanding deficiencies. As
Rainie100 argues, research and learning among youth are increasingly self-directed, interactive with networks of peers, and reliant on group outreach and knowledge. Consequently,
opportunities that use the lessons inherent in the tools that already engage youth offer strategies for teaching critical distinctions that may result in appropriate digital media literacy.101
For example, showing students existing Web sites whose focus is to reveal published misinformation, prompting youth to examine Wikipedia’s “talk pages” where collaborators discuss
contested encyclopedia entries, encouraging youth to become information providers themselves, and using direct comparisons of competing news accounts all present means by which
digital tools and resources can be leveraged to illustrate credibility assessment concerns and
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strategies.102 These methods offer opportunities for demonstrating core credibility issues by
invoking real-time and real-world instances of contested content and behaviors, via the media technologies and tools that youth naturally enjoy using. In this manner, even “managed”
environments like schools can take advantage of so-called autonomous, informal learning
environments and opportunities found online, which may themselves be more credible to
youth.103
Nonetheless, in the end such strategies must overcome the “structural” challenges that
are built into the political and cultural schooling environment.104 In addition, issues of
credibility and new media are subject to a range of supportive to restrictive sociopolitical
interventions105 that can alter their form and effectiveness. Ultimately, the relation among
youth, digital media, and credibility today is sufficiently complex to resist simple explanations. This volume represents a first step toward mapping that complexity and providing a
basis for future work that seeks to find explanations that will ultimately help scholars, educators, policy makers, and youth take advantage of the new opportunities for empowerment
and learning offered by digital networked media.
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It has been said that the Stone Age did not end because humans ran out of stones. Instead, Stone Age technology was superseded by new tools and capabilities. At some point
in history, it simply became more advantageous to adopt new methods and tools rather
than trying to solve problems inherent in older methods. Society may soon be at this inﬂection point in terms of how people, and particularly youth, identify credible information,
abandoning traditional methods of determining credibility that are based on authority and
hierarchy for digital tools and new network approaches. Far from being a negative development, new methods and tools for determining credibility may reﬂect a more distributed
and open approach than in the past. Such an approach has important implications for how
youth are educated, how policy is determined, and how future information systems are
built.
This chapter ﬁrst highlights some reasons why youth, the institutions that serve them, and
society as a whole are moving online, as well as some of the consequences of this move—
namely, the paradox of “information self-sufﬁciency.” A reformulated vision of credibility
is offered in this context, which highlights features of digital information and networks.
Then, a shift among credibility tools and techniques from traditional authority models to
more of a “reliability approach” is discussed. Based on this, a framework for understanding
the implications of information self-sufﬁciency for learning in a networked digital world is
presented. This framework is used to highlight the often invisible effects that technology
has upon credibility. Finally, implications of this are explored and current and anticipated
developments on the Internet are considered. The chapter concludes by discussing implications of the information self-sufﬁciency paradox in the context of the education of youth in
the current digital media environment.
The Shift Toward Increased Information Self-Sufﬁciency
There is little doubt that in the United States and other developed countries, citizens are increasingly relying on the Internet to gather information. Seventy-three percent of U.S. adults
are Internet users, and 42 percent of Americans (about 84 million) now have broadband
connections at home, up from 29 percent in January 2005.1 The numbers are even more
striking for youth. Lenhart, Madden, and Hitlin recently reported that 87 percent of youth
in the United States ages 12 to 17 are Internet users, 51 percent of whom say that they use
the Internet on a daily basis.2 Other estimates indicate that half of children in grades 1–5 are
online, as are 80 percent of high school students.3
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Increasing Internet reliance is also evidenced by the dramatic increase of self-service options available to Internet users. Today, individuals are expected to book their own airline
tickets, determine their own retirement plans, and even decide between life-and-death medical treatments using Internet tools and information available on the Web, without the
assistance of traditional information intermediaries.4 However, the quality of these services
varies. Examples of bad self-service options abound and nearly everyone has a horror story of
getting tangled in a phone tree or diving deep into a company Web site desperately looking
for a phone number to call or person to e-mail. Yet, there are also plenty of examples where
online self-support systems and customer service have been designed and implemented well.
Examples include Lands’ End live chat support service5 and package tracking through UPS,
FedEx, and other overnight carriers, to name a few.
The trend toward online self-support services and “disintermediation” more generally6
is also apparent in nonproﬁt and governmental sectors. For example, the National Science
Foundation has supported extensive research into “digital government” that seeks to provide
support of digital integration over a wide variety of government tasks such as electronic voting, public comments, security, and more.7 In the K–12 arena, Rice discusses several national
policy initiatives involving the use of digital media to expand educational opportunities for
U.S. students.8
Youth in particular are increasingly dependant upon online systems and support. From
homework help services such as Tutor.com to completely virtual high schools,9 school-based
learning is increasingly complimented by online services. As early as 2001, for example,
Lenhart, Simon, and Graziano noted “71% of online teens say that they used the Internet as
the major source for their most recent major school project or report.”10 This increasing use
and reliance on the Internet means that for a growing percentage of students the quality of
online services and self-support options can directly affect their learning.11
Presumably, the chief advantage to customers of online information self-sufﬁciency is
greater control and satisfaction. However, this may not be the reality. ServiceXRG found
that of the 60 percent of customers who used Web self-service, only 23 percent reported that
they found what they were looking for online,12 suggesting that only a small minority who
choose to use online self-service features are able to ﬁnd content that satisﬁes their needs.
Thus, and ironically, many customers turned online actually require additional customer
support. Unfortunately, such outcomes are not atypical.13
This shift to digital over physical media, however, is only partly a response to citizen
demand for increased self-service. Another important factor is economic pressure felt by
organizations to minimize cost by eliminating expenses such as printing and customer service personnel. According to the Web consulting ﬁrm Adaptive Path, in the last few years
companies have “pushed labor-intensive tasks out to the customer, and they did so in a
way that provided the customers with direct access to and control over information that
they care about.”14 The advantage to organizations is substantial cost savings. For example, ServiceXRG, a market research ﬁrm, found that whereas ﬁrst contact closure cost of
phone transactions is $49.10, it is $36.70 when done via e-mail, and only $11.60 via Web
self-service.15
The awkwardness with which some organizations have shifted the responsibility of support
from employees to users is understandable given that the transition to digital methods of
information creation, storage, analysis, and distribution has happened in an astoundingly
short period of time. In less than fourteen years, the U.S. federal government, for example,
has gone from mandating executive agency Web sites (initially little more than simple online
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brochures), to requiring electronic voting,16 Web-based submittals of grant applications,17
and electronic banking transactions. There simply has been too little time and too much
change in the Internet environment to formalize and codify “good online service.” To put
it bluntly, what users need in order to take charge of their own online decision making is at
best an art and, more often than not, a series of trial-and-error solutions.
Moreover, what may be called “information self-sufﬁciency” or “disintermediation” is far
from an Internet-only phenomenon. Anyone who has checked into a ﬂight at the airport
knows that the number of touch screens is steeply on the rise, while ticket agents are in steep
decline. Libraries now have self-checkout kiosks as do grocery and other retail stores. Information self-sufﬁciency is obvious in a world where so many aspects of life are either online
(e.g., online banking, music downloads, shopping, medical information, government documents access) or are facilitated by online transactions (e.g., electronic fund transfers, trafﬁc
management systems, automated payroll systems). In the end, information self-sufﬁciency
has dramatic impact: it affects how products are marketed, how organizations manage information, how courts assess liability, and even how the current and future workforce is
trained.
Information Self-Sufﬁciency and the Heightened Importance of Credibility
Although information self-sufﬁciency could (and should) be examined in a number of ways—
including economic, political, and even in terms of social and class roles—this chapter
concentrates on the effects of information self-sufﬁciency on credibility, or the believability
(i.e., the trustworthiness and expertise) of some source of information. Indeed, credibility,
particularly in the context of youth and the Internet, is fundamental to the long-term success
of information self-sufﬁciency and, by implication, the success of digital media themselves.
An emphasis on credibility is crucial in the success of society’s digital migration because
information is increasingly disconnected from its physical origin and, as a consequence, the
credibility of information has taken on new complexities, with new implications.
Consider the simple act of buying a book over the Internet. When people buy a book
online, they are not basing their buying decision on a single, physical item. They are instead
basing the buying decision on information about a book (e.g., its price, author, shipping
terms, reviews). Even if they had previously checked the book out of a library, or paged
through it at the local bookstore (where they could have bought the book based on the
information it contained and the physical attributes of the book such as whether it is in good
shape, etc.), in the online environment they are simply putting in an order for a book based
on some proxy, such as a digital image of a physical item.
This seemingly mundane and obvious fact actually has sweeping implications for credibility on the Internet. In particular, for any online transaction that involves delivery of
some physical item, a central means of determining credibility—physical examination and
testing—is gone, or is at least greatly diminished (since one can usually return the book after
a physical inspection at the end of the process). No more is it possible to review a signature to
make sure it is original. No more is examination of the quality of paper used in a publication
practical. No more can one audit a physical inventory prior to purchase.
Another example that serves to illustrate the point is a digital ﬁngerprinting system for
use by law enforcement personnel in New York State. When suspects are arrested, instead of
inking ﬁngers and making cards with copies of ﬁngerprints, in many jurisdictions prisoners
now place their ﬁngers on glass and have them digitized. The system was intended to speed
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up processing of ﬁngerprints, and to make them more accessible for searches (P. Lorenzo,
personal communication). However, removing the physical collection of ﬁngerprints had
an unintended consequence. At one arrest a processing ofﬁcer took a suspect’s name and
date of birth, and simply copied a ﬁngerprint already stored under that name and date
of birth into the new case ﬁle (which was against policy). It turns out the date of birth
and name given by the suspect were false, and the prints copied belonged to a prisoner
already incarcerated. More striking, when the mistake was revealed, and the suspect’s prints
were actually scanned, it was discovered that he was wanted for another crime—murder.
This mistake was possible, and undetectable, in a digital networked environment because
every transaction is an information-only event: that is, transactions exist only as digital
information with no physical record or artifact. As such, some transactions work better in
the digital environment than others.
For example, while buying books online has become popular, buying homes online is still
a rarity. This is due both to the size of the transaction, and also to how much of an object’s
information is intrinsic and how much is extrinsic to its physical form.18 The more mass
produced and standardized an item is, the more information can be “separated out” from
that item. In the case of the book, nearly all of the information within the book—including
the author, the price, the title, and even the visual images of the pages themselves—can be
recreated accurately in digital form. Thus, the information is extrinsic to the physical item.
With a house, however, the condition of the roof, the true color of the paint, the “feel”
of the neighborhood, and the creakiness of the ﬂoors are all intrinsic qualities that need
physical inspection to assess accurately. This also explains why buying a new car online is
not only possible, but is a growing industry. Although it is a large transaction, new cars are
fairly standard, so a test drive of a car in New York is assumed to be identical to test driving
the same make and model in California. Therefore, buying that new car in California does
not require a second test drive. The same cannot be said of a house. Houses are unique, and
so the information relevant to a buying decision is intrinsic to the house.
Since information is the only evidence available to people when making an online transaction (e.g., buying something, talking to someone, learning about something), the credibility
of that information is essential. Moreover, methods of building trust, and methods to test
assertions have changed. For example, if one goes to buy a book online, that person can no
longer test the book to see if it is complete and in good condition prior to delivery. They
must now trust the online vendor of that book. This is the great paradox in information
self-sufﬁciency on the Internet: end users are becoming more responsible for making information
determinations, but because they have fewer physical cues to work with, they are becoming more
dependent on the information provided to them by others.
This paradox is complicated further by the fact that people are simply unable to, or fail
to, recognize many of the more technical inﬂuences on the information with which they
are provided in the ﬁrst place. In fact, there is a great deal of information manipulation
that occurs that is never perceptible to the user. Built into the tools themselves are ﬁlters, assumptions, biases, and outright distortions that can never be factored into a user’s credibility
decision.19 Indeed, there has been much discussion and research of how the media used to
access information can affect perceptions of the credibility of that information.20 There have
also been a number of studies into how the online environment itself affects credibility.21
Together, this work highlights how credibility can be both determined and manipulated by
technical elements, such as load time of Web pages or site design.22 Research also points out
that while technology inﬂuences credibility decisions, it is often invisible to the end user.23
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Perhaps because these things are so invisible to most people, this point is completely missed
in many examinations of how users make credibility decisions online.
Youth in particular are increasingly dependent on software and hardware tools while accessing information and services on their own within the digital environment. Put simply,
there is no way to be on the Internet without some intermediating piece of technology. Be
it a Web browser, a cell phone, or some other tool, information ﬂowing to and from the
Internet, as well as information crucial for determining credibility, all ﬂow through seemingly invisible agents of code and silicon. The Lankes/Eisenberg Architecture24 can be used
to highlight the kind of information manipulation that occurs solely in the province of the
tools of the digital environment. This architecture divides the Internet and, by extension,
digital networks into four distinct layers: infrastructure, application, information service,
and user. Each of these layers can manipulate information in a way that is completely transparent to the recipient. Consequently, there are implications of each layer in terms of youth
learning.
Infrastructure is composed of hardware (e.g., routers, protocols) used to move information
from one place to another on the Internet, and the organizations, such as Internet Service
Providers (ISPs), that provide and maintain these mechanisms. This layer is often the most
invisible to end users, yet can have a profound impact on the information available to users
to enable them to make credibility assessments. For instance, many people do not realize
that infrastructure providers can easily block trafﬁc to and from certain destinations, and
can make such blocked trafﬁc invisible. When a school blocks access to certain Web sites,
they may post a message to a student’s browser stating that the site is blocked, or they can
more simply provide a “site not found” indication to a user’s browser, the same error it
would send if the user misspelled a URL. One component of people’s credibility assessments
in the online environment is the comprehensiveness of the information they obtain.25 As
such, ﬁltering programs used in schools may negatively inﬂuence students’ perceptions of
the comprehensiveness, and perhaps even the impartiality, of Internet-based information.
In addition, ISPs can block access to any application, disabling software such as instant
messaging or social networking at the network layer. The user, not aware of such a block,
would only know that their IM (instant messaging) program did not connect to a server
and may assume that the error lies in the remote server, thus erroneously affecting their
credibility assessment of the remote server, rather than the infrastructure provider.
Applications on the Internet consist of software that allows information to be exchanged
between different actors on the network. Applications include Web browsers and instant
messaging clients, as well as high-level protocols such as HTTP that transfer Web pages. This
broad category covers everything from e-mail applications that automatically mark incoming
messages as “junk mail” to the Simple Mail Transfer Protocol (SMTP) that enables e-mail over
the Internet, including spam. Spam ﬁlters are excellent examples of technology affecting
credibility in a nearly invisible way. Many schools have implemented spam ﬁlters based
on opaque and often propriety algorithms at the organization level, discarding numerous
e-mail messages before any human eyes ever see them. While this type of protection from
inappropriate or harmful content can be good, it can also have the unintended consequence
of inadequately preparing youth for the digital world they may encounter outside the school
environment. Indeed, as both Harris26 and Weingarten27 argue, blocking young people’s
exposure to information that may not be credible is probably not the best strategy for
teaching students to identify and defend themselves against such information, which they
will almost certainly encounter at some point in their lives.
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Information services are organizations that use applications and infrastructure to meet users’
informational needs on the Internet, such as Google and MySpace. From a credibility standpoint, there are ample studies that look at how information services such as Google skew
results in their search engines.28 In fact, most search engines, including Google, determine
the “quality” and “relevance” of sites using a “link-popularity” metric. This metric selects
which Web sites to display and the order in which to display them on the search results
page based on how many other sites link to a site. Consequently, more popular pages
are selected and are displayed higher in the search results. Because few people go beyond
the ﬁrst few pages of the search output, however, “even if a page is of high quality, the
page may be completely ignored by Web users simply because its current popularity is very
low.”29 This kind of a system sets up a sort of “popularity equals credibility” heuristic30
that could be dangerous or at least disadvantageous to students’ learning. As another example of the bias inherent at the level of information services, and the resulting credibility implications, top results tend toward shopping and technology services in Google.31
Without knowing this, youth may assume that top results are the “best” regardless of
context.
Finally, the user layer is composed of individuals and groups, such as teachers and students,
who primarily seek and consume information on the Internet to meet their own information needs. Of course, users bring their own biases to both information consumption and
production that may affect their credibility perceptions as well as learning. Perhaps the best
example is the online encyclopedia Wikipedia. While the collaborative editing afforded by
Wikipedia may in fact produce credible information, users must be cognizant that contributors and their contributions may be biased, uninformed, or outdated and should evaluate
the information accordingly. A young person using Wikipedia for class assignments who is
unaware of the process and accompanying pitfalls of collective editing is thus vulnerable to
relying on misinformation.
Decisions at each of these layers can affect credibility judgments by all Internet users,
but perhaps particularly by youth, given their heavy reliance on digital media, coupled
with meaningful developmental and experiential differences between youth and adults.32 In
the end, having tools as intermediaries deepens the information self-sufﬁciency paradox by
making youth more independent in their information seeking, while simultaneously making
them more dependent not only on the information they receive but on the tools they use to
access this information.
Shifting Credibility from Authority to Reliability
One outcome of this paradox is a shift from an authority-based approach to credibility to a
“reliability approach.” This shift represents a sea change from the way in which credibility
has traditionally been conceived. Whereas credibility has historically been tied to concepts
of authority and hierarchy, in the reliability approach, users determine credibility by synthesizing multiple sources of credibility judgments.33 Both the need for synthesis and the richer
set of resources to be synthesized are products of the pressure for participation enabled and
imposed by networked digital media.
Traditional approaches to credibility strongly emphasize authority, where a trusted source
is used to inform an individual’s credibility determinations. In essence, trusted sources are
used to “vouch” for the credibility of a given piece of information. People may have many
such authority sources, and may themselves serve as an authority in various settings. The
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process of becoming or choosing an authority is a process of developing trust and seeking
coherence and consistency in the authority.
Some claim that authority is dead on the Internet, for example, some have said Wikipedia
(http://en.wikipedia.org/wiki/Main Page) and group editing have become at least as authoritative as traditional methods for producing encyclopedias, if not more so.34 Others feel that
blogging will supersede or at least parallel the authority of traditional news outlets.35 There
are indeed a number of ways in which traditional means of authority have been supplanted
by open, ﬂat structures for information creation and credentialing. However, to call this
tantamount to the death of authority is, at best, an imprecise use of terminology. This new
paradigm is not without authority, but more sophisticated methodologies may be required
for evaluating it.36 Moreover, while they may not have been as celebrated or accessible as
they are currently, history is replete with examples of waves of centralization and decentralization of authority. The dramatic increase in information self-sufﬁciency has merely led to
celebrating the large-scale nature of this decentralization today.
Beyond this historical view, most people use the term authority to refer to a single entity, or
small set of entities. That is, authority has traditionally been conceived of as hierarchical and
centralized. For example, libraries have come together to invest the power of authority in a
given institution. For example, the Library of Congress keeps a ﬁle of book authors’ names,
birth, and death information. When citing an author (or including them in a library record)
someone can consult these authority ﬁles for proper spelling, aliases, and conﬁrmation of
an author’s identity. This can be thought of as “authority by consent,” where all parties
in a situation or context agree on who is the authority—that is, who provides the accurate
information.
Nonetheless, it might be more precise to use the terms authoritarian and authoritative to
clarify traditional notions of authority. Authoritarian is deﬁned as the enforcement of an
authority: in essence, the removal of choice by force of law, policy, structure, or some other
means. Authoritative, on the other hand, is authority granted on the basis of perceptions
of trust and expertise. The former is active and enforced, the latter is earned. Wikipedia is
more likely to be the death of an authoritarian view that encyclopedias come from only
Britannica, Groliers, or other large publishing houses, than it is to be the death of authority
per se.37 Thus, the problem of determining the credibility of Internet-based information is
not a crisis of authority, but rather a crisis of choice. There are simply currently more choices
about whom to trust. Although this is true for virtually all media venues to some degree, the
scale of choice makes the Internet particularly affected by shifts in authority.
Libraries have been wrestling with this issue of shifting modes of authority since at least
the early 1990s. Many in the library community—though not all, of course—have reacted to
the overwhelming number and variety of information choices available to their clients via
the Internet by adopting an authoritarian view that the library is where to get good, accurate,
and credible information, while the open Internet is ﬁlled with bad and wrong information.
One famed tag line of the time was, “Information on the Internet is free, but you get what
you pay for.” Many want the library to become a preferred provider of information, yet the
concept of “preferred” only works in an authoritarian view when there is someone who can
make others prefer or select something over something else.
This resistance to the democratization of authority among librarians is ironic because
there are few professionals better suited to the authoritative world of the Internet than are
librarians. They have a culture of open and free expression and access to ideas. They are
generalists who move agilely across different topical domains. They are skilled at searching
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out information, and locating potential biases in information. Their enterprise (i.e., the
library) has little invested in the production of information, and much invested in the
consumption of information products from a wide variety of sources. Furthermore, librarians
already have a reputation as authoritative, not authoritarian.
The resistance to the democratization of authority is not limited to librarians. Teachers,
college professors, doctors,38 and indeed just about any information intermediary has had to
wrestle with the new environment of plurality in authority. For some areas of the economy,
the effects have been drastic. For example, the travel industry has been rocked by the growth
in online bookings.39 And, although people may not be buying houses online, they are
using Internet real estate listing services to even the marketplace.40 Perhaps one of the most
striking examples of the role of authority can be seen in the insurance industry. As Levitt and
Dubner note, the simple act of allowing consumers to directly compare term life insurance
rates from different organizations over the Internet, rather than depending on the authority
of a life insurance salesperson, led to the cost of term life insurance in the United States
to drop by $1 billion.41 Interestingly, in this case the concept of an authority in a ﬁeld (an
insurance agent) was actually used to mask truly credible information (in the form of lower
prices).
The decentralization of authority has turned out to be particularly attractive for teenagers.
This shift against stated authority and hierarchy on the Internet is perfectly matched to
teenagers’ own internal shift against authority of all types.42 Note, for example, that the
most common tools used by teens include IM, MySpace, and Google, all of which allow
for a sort of level playing ﬁeld, where the “right” or authoritarian answers are virtually
indistinguishable. IM, a peer-to-peer technology that allows for instant access to friends and
social peers, may constitute a wide network of potential experts in this environment built
by the teen, not imposed by some adult “expert.” In other words, the technology allows
greater opportunity for young people to themselves become authoritative experts in many
areas, potentially even shifting the power balance between children and adults in some cases.
Eysenbach makes a parallel argument for how digital media have impacted the relationship
between doctors and patients.43
Not surprisingly, many adults feel it is a problem that teens may not look to vetted and
traditional sources of “valid” information. Their answer to the problem is often phrased in
educational terms: “If only we show them the good stuff, they’ll use it.” This approach has
several guises, normally in terms of literacy: digital literacy, information literacy, information problem solving, and those approaches that rely upon checklists to determine “right”
and “wrong” information. However, while these approaches can have a positive effect in
certain populations, such as undergraduates and elementary school children, under certain
conditions they do not always “ﬁx” the problem.44
Of course, the concept of multiple authorities existed prior to the Internet. But, the cost
in terms of time, money, and even reputation to seek out a multitude of authorities was
very high. With the Internet and other digital media, the range of possible authorities has
expanded greatly. Before the Internet, for example, a young person might have to rely
on his or her local television news or newspaper to predict the weather. Now he or she
can go to the Weather Channel, AccuWeather, or even the National Oceanic & Atmospheric
Administration for weather information. The task then becomes determining from a number
of sources which among them is most credible.
Moreover, a consequence of the culture of information self-sufﬁciency is that people,
even youth, can more easily become authorities themselves. Not only do users have more
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sources to choose from, but now they can also access data and information directly, thereby
avoiding traditional authority sources altogether.45 For example, now young people can
gather weather data directly from a variety of satellites and radar installations (including
home-based weather stations), and train themselves, until they feel they have sufﬁcient
expertise and trustworthiness to credibly interpret information. As users take it upon themselves to become authorities by directly evaluating, synthesizing, and even producing information themselves, the notion of a singular authority ends, and “reliability” becomes the
predominant form of credibility assessment.
Reliability commonly refers to something or someone perceived as dependable and consistent in quality. If you have a reliable car, it is one that runs well over time. Reliability to
the scientist is simply the consistency of data, such that the same treatment (e.g., questions,
experiments, or applications) yields the same result over time. If an authority approach is
exempliﬁed by believing that a given news anchor will give a credible answer, then switching
from news station to news station looking for commonalities in the same story exempliﬁes a
reliability approach. Reliability approaches to credibility can be seen in the physical world.
The fact that a person’s signature is seen as a marker of credibility in legal settings is the
belief that a person signs his or her name in a reliable fashion. Reliability is also seen in the
cornerstone of good journalism: to conﬁrm information with a second source.
Authority and reliability approaches are often used in conjunction in both the physical
and digital world. In the aftermath of Hurricane Katrina in New Orleans in 2005, many
residents turned to chat rooms and community-run Web sites to resolve contradictory and
often false information coming from traditional channels and sources (including the federal
government and the mass media). Local Web sites, such as NOLA.com, allowed communities
to come together and share information. Users were able to hear from multiple sources,
including eyewitnesses and residents, and to get a more accurate, complete, and thus credible
picture of the situation in the neighborhoods. Users who provided the most consistently
accurate information became trusted authorities, and traditional authorities (the government
and the mass media) were deemed less credible than the users. This is but one example of
how digital media have turned credibility on its head.
Perhaps the most common way to become an authority, however, is through reliability. If
someone consistently gives out testable and accurate information, they are often seen as an
authority.46 Experts are not simply people with the most experience, but people who have
the longest track record in using their experience successfully. The true power of reliability,
however, is not only in its capacity to create authority but in its power to destroy it as
well. While the necessary degree of reliable performance for authority status varies across
contexts (e.g., a baseball player who bats .350 is considered outstanding even though he
hits the ball less than half of the time, but a mathematician would not be considered an
expert if she got math answers right only half of the time), it is clear that agents giving
out unreliable information over time will lose their authority status and, by extension, their
credibility.
Authority and reliability also have “halo effects,” meaning that a person who is seen as an
authority in one area may be presumed to be an authority in other domains as well, even
without proven performance. This can be seen, for example, in celebrity product endorsements. Likewise, unreliable performance in one area can cast doubt on performance in other
areas. Like an accountant who cheats at Monopoly, or a minister who cheats on his wife, loss
of credibility in one area can cast suspicion on one’s other domains of authority. These halo
effects become even more pronounced in the digital environment when the information
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about and from an agent (person, organization process) can be more voluminous, diverse,
and mobile than in ofﬂine environments.
Ultimately, reliability and authority anchor the endpoints of a continuum of approaches
to credibility. With authority, preexisting agreements are in place and assumed: the conversation is over. With reliability, by contrast, the conversation is open and ongoing. Networked
digital media enhance this conversation and thus are more likely to encourage users to seek
out more information and other people to come to a credibility judgment compared to
traditional media. Since digital networks bring to youth an overwhelming amount of information and people to engage with in arriving at a credibility judgment, there is pressure for
the tools they use to incorporate some ability to participate, or engage in a conversation with
people and sources. Builders of digital network tools and information services have begun
to respond by being more open and by creating more opportunity for user participation in
content creation and dissemination. In so doing, the tools built for users today to ﬁnd and
use credible information facilitate reliability approaches to credibility assessment, and thus
learning via constant “conversation.”
Digital Media and Credibility by Reliability
Recent trends in digital media facilitate the shift to a reliability approach of credibility
assessment. The Internet is by its very design open, providing only minimal control at
the network level. The guiding technical protocol of the Internet, Transmission Control
Protocol/Internet Protocol (TCP/IP), simply breaks data into packets and makes sure these
packets get to the proper destination with ﬁdelity. What these data packets contain, what
they do, and how they do it is completely ignored by most users. From this very simple
packet-switching technology, Internet users have built e-mail, the Web, instant messaging,
and all of the services that users enjoy today. Indeed, the Internet’s interoperability, open
access, and decentralized control are especially well suited to innovation on the scale of the
individual user.47
As a result, even higher-level Internet functions are not deﬁned or controlled by the Internet itself. Indeed, there is no central authority that controls the Internet, beyond its basics
such as domain name registration and the structure of TCP/IP. Even so-called governing
bodies such as the World Wide Web Consortium (W3C) merely suggest standards that are
often embellished, altered, or ignored by software developers.48 The Internet is, in a very
real sense, an agreement, and an ongoing conversation where organizations and individuals
share information.
This open architecture and decentralized control provide enormous capacity for participation, which contributes to accurate credibility assessment through reliability among multiple
shared perspectives and experiences. Yet, there is nothing inherent in digital networks that
makes infrastructure participatory. There are many historical examples of large-scale networks that were centrally controlled, where infrastructures were provided to users with little
input by those users. Commercial online networks ranging from CompuServe, Prodigy, and
America OnLine to not-for-proﬁt Freenets and BitNet networks were “black boxes” that only
allowed users to manipulate pre-made tools. These are historical examples, however, because,
even in the case of AOL, these proprietary networks have either been superseded by the Internet, or have had to radically change their underlying infrastructures to accommodate the
Internet.49 Thus, although involvement in the infrastructure and at the level of speciﬁc software applications is not a certainty, the Internet’s evolution appears to favor involvement
and participation.
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Indeed, involvement and participation have led many Internet software designers to view
the very process of software development as a means toward credibility. For instance, socalled open source software at its most basic is when the developer of a piece of software
makes the underlying source code of the software application available to the public. Anyone
with sufﬁcient programming skills can then take the source code and analyze it, add to it, or
incorporate it into another software package. On the Internet, this simple concept has been
expanded to a more complex approach to any system development.50 While anyone with
sufﬁcient skill can use open source software, if they improve or expand the original code,
they must give the additions back to the open source community.
Open source software and the associated movement propose a new concept of credibility in
terms of tools: credible tools are ones that are built in the open, where a conversation on the
merits and structure of infrastructure can be debated and tested. This stands in stark contrast
to more traditional models of credible software development. In a traditional approach to
software development, credibility is deﬁned by the organization that produced the software.
This organization would have some standing in the community, good practices, and a proven
track record of quality products (i.e., authority). Interestingly, this is often proffered in terms
of security. A system is “secure” if few have access to its inner workings, and if the few
programmers who put it together used a common quality process. The open source approach
takes an opposite stance: To be secure, software must ﬁrst be transparent and then tested by
others (i.e., be reliable). The idea is that, if everyone can see the code, and can test it, ﬂaws
will be easier to ﬁnd and because the process of implementation is tested in public, everyone
can trust the product. Open source advocates would argue that by being able to dissect and
test all aspects of a piece of software, right down to the very source code, they can better
determine both the trustworthiness of a tool as well as the expertise of the tool’s creators
(i.e., its credibility).
While there is an ongoing debate between the “open” and “closed” software development
approaches, there is no question that it has changed the shape of tool building on the
Internet. For example, the Internet produced the concept of “open beta” where software
products were made available to any Internet user to test while still in production. Over
time, these beta test processes run longer, sometimes never leaving beta (i.e., “continuous
beta”). Even traditional software developers such as Microsoft and Adobe have moved toward
a more open approach “to enlist a large army of bug testers to help iron out any kinks”51 in
their products.
This openness goes a long way toward addressing the information self-sufﬁciency paradox
among youth, but only for those with sufﬁcient technology skills and education. That is,
youth with sufﬁcient technical skills now have the ability to choose and shape the tools
themselves. Skilled youth who are wary of a given Web browser can use another one, or even
write their own, often in concert with others sharing a similar concern. If a school wants
to know exactly how its e-mail program is ﬁltering spam, it can now shop multiple ﬁltering
packages until it ﬁnds the right one, sometimes evaluating the very source code of the
ﬁlter.
This ability of skilled users ﬂuent in the technologies of the Internet has important implications for youth and education. If society wants youth to be truly able to make credibility
decisions in digital networks, then youth must understand the technical nature of the network itself—from the use of tools to the creation of tools. Simple use skills, such as browsing
the Web, are insufﬁcient to truly understand the role that tools play in the credibility of
Internet-based information. Furthermore, if schools and other institutions prevent youth
from participating in the underlying infrastructure,52 they are limiting youths’ ability to
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resolve the information self-sufﬁciency paradox and, by extension, limiting youths’ ability
to learn about and act upon credibility.
This limitation, and youths’ reaction to limiting access to the underlying infrastructure of
digital networks, can be seen in content ﬁltering put in place at many schools and libraries
today. When faced with limited access to the Web, many youth have begun to document
the limitations of the ﬁlters themselves. Privacy organizations and civil liberties groups have
joined students in challenging the efﬁcacy of ﬁlters, and have called for change.53 Because
the infrastructure that these ﬁlters are built upon is open, and because the ﬁlter is not part
of the network itself, it can be modiﬁed or replaced by those who possess the skills to do so.
Suddenly the invisible nature of the network itself is visible—and indeed debatable.
The “Credibility Conversation”
To be effective both at constructing reliability-based credibility assessments and in working
collaboratively to build innovative technical tools, youth must be able to engage in appropriate conversations with appropriate others via the Internet. Accordingly, Nielsen/NetRatings
indicates that teens’ usage of digital media is shifting. While the top sites for youth ages 12
to 17 used to be those offering a selection of instant messaging buddy icons, in the last three
years the most popular sites have shifted to social networking sites or those providing assistance with social networking content, proﬁles, and page layouts.54 While social networking
sites such as MySpace, the Facebook, and others are relatively recent, teens’ desire for online
social interaction is not new. Teens have preferred social uses of the Internet for some time.
For example, in 2001 Lenhart, Raine, and Lewis found that extremely popular uses of the
Internet among teens included e-mail, instant messaging, and visiting chat rooms.55 Teens’
desire for social Internet experiences also shows up in institutional education settings, where
Simon, Graziano, and Lenhart found that a large percentage of teens “say they use e-mail
and instant messaging to contact teachers or classmates about schoolwork.”56
Beyond simply a person’s age or cultural fads, the migration to social applications on the
Internet is in part due to the very nature of learning. Conversation theory,57 for example, proposes that learning and knowledge are gained through the interaction of agents around ideas
as they go back and forth describing an idea. This interaction can then be used to develop
new understandings and new knowledge through a process that contemporary learning theorists call scaffolding: one idea building upon another. Learning conversations can take place
between two individuals (say a teacher and pupil), two organizations (negotiating a set of
academic standards), or even two societies (debating over the best way to educate youth).
Framed by conversation theory, the utility of social interactions in online learning environments (be they formal or informal) for youth is obvious. As youth engage in conversations
they learn, and the online environment allows for a greater scale and scope of conversants.
Furthermore, as they encounter systems for learning in the digital environment, they may
seek out tools to aid in interactions and conversation. The tools they seek out do not simply present credibility information, or third-party credibility assessments, but instead allow
youth to participate in the conversation, and therefore the process of credibility veriﬁcation and knowledge creation. Indeed, recent research suggests that members of open-source
online communities are able to effectively build collective knowledge through “virtual reexperience,” whereby individuals share their work using online tools to co-construct applicable knowledge.58 Clearly, among other uses, youth are well poised to take advantage of
precisely this type of conversation.
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The concepts of openness, and indeed participation, in the development of tools exempliﬁed in the open source movement can also be seen at the level of the Web sites and
remote resources that users access on the Internet. Information services are under increasing
pressure to open their sites and resources to youth participation. Information services today
understand the power of participation. Where once services might count hits to a Web page,
or unique visitors, today whole industries are devoted to analyzing a user’s path through a
Web site to discover what information he or she encountered, where this information led
to successful “goal conversion,” such as buying a product or, in an educational context,
learning a piece of information, and where the information led to confusion or exiting a
site. Educational organizations are now beginning to understand that the true power of the
Internet for learning is not simply wide-scale and one-way distribution of information, but
instead is getting closer to what is happening inside users’ (learners’, customers’) brains. This
trend follows larger forces at work in the educational setting that have resulted in the shift
from accreditation and evaluative education bodies to outcomes evaluation and performance
standards.59
Recognition of the increasingly participatory nature of information services can also be
seen in the rise of social networking sites, where the information service is little more than an
infrastructure for user-contributed conversations and artifacts. Such services are the purest
example of a trend ﬁnding its way into a large number of Web sites: users contributing to
the ongoing conversation about an artifact (such as a book listed on Amazon), fact (such as
an entry in Wikipedia), place (such as Flickr communities devoted to a given city), or other
entity. In much the same way that traditional tool developers feel an increasing pressure for
community input, content providers are also feeling an equal pressure for community input
on their content. Part of this pressure comes from users who see participation as a crucial
part of assessing the credibility of these artifacts, facts, and topics.
The advent of services that allow greater user involvement, such as blogs, social networks,
and recommender, rating, or commenting in e-commerce and other sites, has led to increased
demand by youth and other users for involvement in Internet services of all types. Key issues
here in terms of credibility are, can one trust a person one has encountered online, and
does that person know what he or she is talking about? Increasingly youth and others are
looking to user-submitted comments, editorial reviews, and open conversations on a given
topic, artifact, or idea to determine trust and expertise. And, in many cases where sites do
not provide these functions, the youth community can take advantage of the open nature
of the Internet to create their own. This has led to the rise of an entire class of network
destinations known as “protest sites” devoted to user discontent with a given institution,
person, brand, or product. In the physical world, youth might be limited in their protests to
complaints to the principal or reliance on third parties such as better business bureaus, but
online youth and others can seek out and build communities of discontented users regardless
of geographic location.60 Moreover, users new to the brand or item can now easily ﬁnd such
sites, allowing them to incorporate the dissenting views, as well as the ofﬁcial information,
when making credibility decisions. In this way, youth can compensate for their relative lack
of life experience61 by leveraging that of others. Of course, these user communities gain
strength in numbers and are assessed in terms of their reliability, rather than their authority,
as discussed earlier.
This style of grassroots organization has quickly spread from the consumer to the political
arena. With an open network, opposing voices that challenge the credibility of some “ofﬁcial”
information have equal access to the network and, at times, equal weight compared to ofﬁcial
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information outlets and forums. This type of information “leveling” afforded by open digital
networks can also be seen in schools. Youth, dissatisﬁed with either the information available
to them from their classes, schools, and teachers, or with the venues for complaint, have
turned to the digital environment to disseminate information of protest or information
otherwise unavailable within the school. For example, there are now several sites rating
teachers, professors, and classes. Blogs, MySpace, and other community sites are ﬁlled with
“counter information” meant to provide greater context to, or to at least raise concerns
about, the credibility of a given piece of information.
Of course, the Web also provides ample opportunity for users to post false information.
There are many examples of “astroturﬁng,” whereby marketing ﬁrms have set up seemingly
grassroots sites that actually promote particular products or approaches.62 Certainly youth
may put up false information on protest sites as well, either intentionally or unintentionally.
The result is that credibility may be harder to determine for any piece of information. False
information also increases pressure on information services to provide opportunities for
community feedback, in essence inviting protestors and commentators into a controlled
space where an organization can respond to counterinformation.
This pressure for a voice on the part of youth can be expected to result in more opportunities for discussion and conversation in both existing and emerging forms of digital media.
It is not surprising that the distinctions between information seeking, learning, and communicating are breaking down. Where once users would e-mail (or instant message) in one
application, and search the Web in another, they are now doing both simultaneously. This
is not a simple matter of convenience, but rather is based on users’ implicit or explicit preference for knowledge acquisition through conversation. Given what is happening on the Web
in terms of social uses and applications, it appears that users are looking to talk with others
in order to better evaluate what they ﬁnd and to synthesize this information into actionable
knowledge.
It is also likely that the trend of tracking users’ conversations online will continue and will
be enhanced. Information retrieval systems may well develop into conversational retrieval
tools that link information by how others have used such information in their conversations.
Just like libraries used to produce pathﬁnders and annotated bibliographies, users will soon
be able to ﬁnd a piece of information, such as a Web site, and follow that information to
all of the other public information used in a given conversation. Such a holistic context will
allow users to make credibility determinations about an item in the full context in which
it resides. Digg.com provides an excellent present-day example of such a system.63 When a
Digg.com user ﬁnds an interesting news story on the Web, he or she can mark it, allowing
other Digg users to not only view the site, but to discuss it in an online forum. What this
does, in essence, is elevate the interest of one user to a group’s consideration and evaluation.
Youth may understand this type of information seeking better than adults. Through email, instant messaging, and texting, youth already create close-knit “research” teams that
share ﬁndings and implicit credibility assessments.64 Credibility in these contexts is not
determined by the individual, or even the individual in interaction with a Web resource, but
within a community engaged in a larger conversation. For school assignments, students may
use sources they determine to be credible from their past experience, their heuristic appeal,65
the input of experts such as teachers and librarians, and from others, including their peers.
This “credibility conversation” may, however, extend past the actual assignment and well
into the evaluation of that assignment. A low grade, or follow-up from teachers, may have an
impact on how a student evaluates credible sources in the future, and how he or she conveys
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information about the sources to others (via social networks or otherwise) who may want to
use those sources in the future.66 The grades and feedback that the peer group receives should
also inﬂuence future credibility decisions. However, unless credibility is made explicit in this
large and ongoing conversation, it will be ignored. That is, if teachers, parents, adults, and
peers do not make credibility part of the discussion, and if there is no consistent result from
either embracing or ignoring credibility, it will become invisible, not cognitively attended to
by youth, and therefore not assimilated into knowledge. This situation is made worse by the
growing educational environment that emphasizes “high-stakes” testing, which minimizes
rich assessments and interactions between student and teacher.67
The need to highlight credibility in conversations has implications for educational policy makers as well. If youth are exposed only to vetted and “safe” resources, often pruned
of a great deal of context and conversation, how are students to gain the invaluable skills
required to determine credibility on their own, outside of guided environments? Harris identiﬁes such “conservative attitudes” as a structural challenge that must be overcome.68 What
policy makers must understand is that, as Weingarten69 and Harris70 argue, the unintended
consequence of creating “safe” learning environments is an environment that limits learning
about credibility.
The fact that technology constrains youth information before youth are able to make
credibility decisions has startling implications for education. To begin, a common strategy
to prepare youth to make informed credibility decisions is based around educational programs normally under some literacy rubric such as information literacy, digital literacy, or
media literacy.71 These programs typically present young people with various strategies and
checklists to determine the quality of information they ﬁnd via digital media.72 While this
approach makes sense for much of the information a student might access through digital
networks, it does not make sense for all Web-based information. For example, how can one
judge the credibility of information at a given URL when the true URL is masked by inline
frames that show content from some third-party destination as if it were just a part of a
normal page? Although this is a speciﬁc feature of the Web today, there are sure to be many
analogs in future digital technologies. Moreover, there is no amount of literacy instruction
that can prepare the average young person for the effects of a network infrastructure that
they cannot control directly.
Conclusion and Recommendations
This chapter described the growth of information self-sufﬁciency and the related paradox
where users are simultaneously more responsible for decisions, while also more dependent on
information provided by others and the tools used to manipulate information. It discussed
how the Internet and digital networks that allow for community participation in the construction of the underlying network and infrastructure have become the predominant model
for existing and future digital media, and how this has led to credibility assessment by reliability rather than by authority. It presented a model in which knowledge is gained through
conversation and reﬂection, and argued that digital networks and tools must address this
reality. Finally, it showed how this need for participation and involvement has inﬂuenced
information services, and how users themselves deﬁne and assess credible information.
Primary aims of the chapter have been to highlight trends that will most likely endure,
continue, or expand as future digital media develop, and to show how youth are both
affecting and being affected by these trends. Large-scale digital networks have extended
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youths’ ability to build their own social networks to aid in the assessment of credibility.
They have also allowed youth to participate in the networks in meaningful ways, in essence
elevating their own personal credibility in certain domains. However, this new reality has
serious implications for youth, as well as for society as a whole.
To prepare youth to make fully informed credibility decisions, they must become ﬂuent in the tools that facilitate the conversation and become aware of potential biases in
the network technology itself. As noted by Harris, schools may be an ideal place to do
this, but they are limited in their ability to do so.73 Without technical ﬂuency, however,
students become dependent on, and often unaware of, the stakeholders who control the
network’s infrastructure and the policies they create.74 Yet, as others in this volume have
pointed out, the extent to which youth are involved shapes the Internet and the services
available. The omnipresent nature of the digital environment is necessitating more technical ﬂuency and greater explicit consideration of credibility and technology at an earlier
age.
So, what are the implications for youth and credibility in the digital environment? The ﬁrst
is that youth, with enough training, now have equal opportunity to access the infrastructure
they increasingly depend on. Unlike previous media technology widely adopted by youth,
such as radio, television, and the phone system, youth can not only adopt technology, they
can shape it at its most fundamental levels—at the level of infrastructure. Furthermore, with
the global nature and low cost of entry to the Internet, innovations that are started by a
teenager in one schoolhouse or bedroom can become an internationally adopted standard.
These changes highlight the possibility that, with the emphasis of open source on public
function testing as a means to credibility rather than credibility determined by the reputation
of the code’s corporate origin, youth with sufﬁcient technical skills can enter the infrastructure development arena on an equal footing to established organizations. This implies that
any attempt to prepare youth for life in the digital world should incorporate some ﬂuency
in the basic technologies of the network, and the ethical guidance in how such technologies
should be implemented.
Indeed, youth have now come to expect involvement in all aspects of information in
the network. Schools, business, governments, and other institutions and organizations must
change to accommodate this expectation. If not, youth will migrate their attention to venues
that allow for conversation and debate of information, or create their own. This is perhaps
the most important implication for youth from the increasing requirement for participation
on the network. Youth can and will increasingly expect to shape their information domain,
and deﬁne credible information on their own terms. Any system that seeks to either impose an authority view of credibility, or that seeks to change behavior, must now be done
with the understanding that youth can simply bypass these attempts and create counterstructures. Furthermore, these alternative credibility structures can have a global reach and
build communities of like minds across divisions of geography, race, gender, age, and other
demarcations.
Thus, there appears to be a pressing need to educate youth to assess credibility in participatory ways, thereby steering the potentially negative implications of digital networks toward
positive outcomes. Because youth in particular are more self-sufﬁcient in decision making,
and also more dependent on the information that others are providing to them, digital media
increase the importance of credibility, as well as their ability to make credibility judgments
effectively. Learning through “conversation,” typiﬁed by collaboration with others, is one
avenue toward reliable credibility assessments. In the end, this is perhaps the most realistic
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and effective means by which to increase knowledge among youth increasingly reliant on
digital media for the information that is central in their lives.
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